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Summary

CVE CVE-2007-1457

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-14 18:19:00 UTC

Updated 2011-03-08 02:52:00 UTC

Description Buffer overflow in the urarlib_get function in Christian Scheurer UniquE RAR File Library (unrarlib, aka URARFileLib) 0.4 allows context-dependent attackers to execute arbitrary code via a long (1) filename, (2) rarfile, or (3) libpassword argument.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Christian Scheurer Unrarlib 0.4 All All All

Application Christian Scheurer Unrarlib 0.4 All All All

Application Christian Scheurer Urarfilelib 0.4 All All All

Application Christian Scheurer Urarfilelib 0.4 All All All

References

Reference Source Link Tags

unrarlib "urarlib_get()" Multiple Buffer Overflow Vulnerabilities - Secunia.com SECUNIA secunia.com

404 Not Found MISC unrarlib.svn.sourceforge.net

Unrarlib URarLib_Get Function Buffer Overflow Vulnerability BID www.securityfocus.com

Webmail- OVH VUPEN www.vupen.com

34076 OSVDB osvdb.org

'[Full-disclosure] Unrarlib 0.4.0 (urarlib_get) Local buffer overflow' - MARC FULLDISC marc.info

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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