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AVNACMAUNCPINAN Certain versions of Conga from Conga contain the following
’ vulnerability:

The luci server component in conga preserves the password between
page loads for the Add System/Cluster task flow by storing the
password in the Value attribute of a password entry field, which allows
attackers to steal the password by performing a "view source" or other
operation to obtain the web page. NOTE: there are limited
circumstances under which such an attack is feasible.

CVE-2007-1462 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: _

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
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228637 — CVE-2007-1462 security alert - passwords sent back 2) CONFIRM

from server as input value bugzilla.redhat.com/bugzilla/show_bug.cgi?
id=228637

2y OSVDB 35086

Not Archived
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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