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Summary

CVE CVE-2007-1476

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-16 21:19:00 UTC

Updated 2018-10-16 16:38:00 UTC

Description The SymTDI device driver (SYMTDI.SYS) in Symantec Norton Personal Firewall 2006 9.1.1.7 and earlier, Internet Security 2005 and 2006, AntiVirus Corporate Edition 3.0.x through 10.1.x, and other Norton products, allows local users to cause a denial of service (system crash) by sending crafted data to the driver's \Device file, which triggers invalid memory access, a different vulnerability than CVE-2006-4855.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Client Security 2.0 All All All

Application Symantec Client Security 2.0 All scf_7.1 All

Application Symantec Client Security 2.0 build_9.0.0.338 All All

Application Symantec Client Security 2.0 build_9.0.0.338 stm All

Application Symantec Client Security 2.0.1 All All All

Application Symantec Client Security 2.0.1_build_9.0.1.1000 mr1 All All

Application Symantec Client Security 2.0.2 All All All

Application Symantec Client Security 2.0.2_build_9.0.2.1000 mr2 All All

Application Symantec Client Security 2.0.3 All All All

Application Symantec Client Security 2.0.3_build_9.0.3.1000 mr3 All All

Application Symantec Client Security 2.0.4 All All All

Application Symantec Client Security 2.0.4 mr4_build1000 All All

Application Symantec Client Security 2.0.5 All All All

Application Symantec Client Security 2.0.5_build_1100 All All All

Application Symantec Client Security 2.0.5_build_1100_mp1 mr5 All All

Application Symantec Client Security 2.0.6 All All All

Application Symantec Client Security 2.0.6 mr6 All All
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Application Symantec Client Security 2.0.6 mr6 All All

Application Symantec Client Security 2.0_scf_7.1 All All All

Application Symantec Client Security 2.0_stm_build_9.0.0.338 All All All

Application Symantec Client Security 2.1 All All All

Application Symantec Client Security 3.0 All All All

Application Symantec Client Security 3.0.0.359 All All All

Application Symantec Client Security 3.0.1.1000 All All All

Application Symantec Client Security 3.0.1.1001 All All All

Application Symantec Client Security 3.0.1.1007 All All All

Application Symantec Client Security 3.0.1.1008 All All All

Application Symantec Client Security 3.0.1.1009 All All All

Application Symantec Client Security 3.0.2 All All All

Application Symantec Client Security 3.0.2.2000 All All All

Application Symantec Client Security 3.0.2.2001 All All All

Application Symantec Client Security 3.0.2.2002 All All All

Application Symantec Client Security 3.0.2.2010 All All All

Application Symantec Client Security 3.0.2.2011 All All All

Application Symantec Client Security 3.0.2.2020 All All All

Application Symantec Client Security 3.0.2.2021 All All All

Application Symantec Client Security 3.1 All All All

Application Symantec Client Security 3.1.0.396 All All All

Application Symantec Client Security 3.1.0.401 All All All

Application Symantec Client Security 3.1.394 All All All

Application Symantec Client Security 3.1.396 All All All

Application Symantec Client Security 3.1.400 All All All

Application Symantec Client Security 3.1.401 All All All

Application Symantec Client Security 2.0 All All All

Application Symantec Client Security 2.0 All scf_7.1 All

Application Symantec Client Security 2.0 build_9.0.0.338 All All

Application Symantec Client Security 2.0 build_9.0.0.338 stm All

Application Symantec Client Security 2.0.1 All All All

Application Symantec Client Security 2.0.1_build_9.0.1.1000 mr1 All All

Application Symantec Client Security 2.0.2 All All All

Application Symantec Client Security 2.0.2_build_9.0.2.1000 mr2 All All

Application Symantec Client Security 2.0.3 All All All

Application Symantec Client Security 2.0.3_build_9.0.3.1000 mr3 All All
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Application Symantec Client Security 2.0.4 All All All

Application Symantec Client Security 2.0.4 mr4_build1000 All All

Application Symantec Client Security 2.0.5 All All All

Application Symantec Client Security 2.0.5_build_1100 All All All

Application Symantec Client Security 2.0.5_build_1100_mp1 mr5 All All

Application Symantec Client Security 2.0.6 All All All

Application Symantec Client Security 2.0.6 mr6 All All

Application Symantec Client Security 2.0_scf_7.1 All All All

Application Symantec Client Security 2.0_stm_build_9.0.0.338 All All All

Application Symantec Client Security 2.1 All All All

Application Symantec Client Security 3.0 All All All

Application Symantec Client Security 3.0.0.359 All All All

Application Symantec Client Security 3.0.1.1000 All All All

Application Symantec Client Security 3.0.1.1001 All All All

Application Symantec Client Security 3.0.1.1007 All All All

Application Symantec Client Security 3.0.1.1008 All All All

Application Symantec Client Security 3.0.1.1009 All All All

Application Symantec Client Security 3.0.2 All All All

Application Symantec Client Security 3.0.2.2000 All All All

Application Symantec Client Security 3.0.2.2001 All All All

Application Symantec Client Security 3.0.2.2002 All All All

Application Symantec Client Security 3.0.2.2010 All All All

Application Symantec Client Security 3.0.2.2011 All All All

Application Symantec Client Security 3.0.2.2020 All All All

Application Symantec Client Security 3.0.2.2021 All All All

Application Symantec Client Security 3.1 All All All

Application Symantec Client Security 3.1.0.396 All All All

Application Symantec Client Security 3.1.0.401 All All All

Application Symantec Client Security 3.1.394 All All All

Application Symantec Client Security 3.1.396 All All All

Application Symantec Client Security 3.1.400 All All All

Application Symantec Client Security 3.1.401 All All All

Application Symantec Norton Antispam 2005 All All All

Application Symantec Norton Antispam 2005 All All All

Application Symantec Norton Antivirus 10.0 All corporate All

Application Symantec Norton Antivirus 10.0.1.1000 All corporate All
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Application Symantec Norton Antivirus 10.0.1.1000 All corporate All

Application Symantec Norton Antivirus 10.0.1.1007 All corporate All

Application Symantec Norton Antivirus 10.0.1.1008 All corporate All

Application Symantec Norton Antivirus 10.0.2.2000 All corporate All

Application Symantec Norton Antivirus 10.0.2.2001 All corporate All

Application Symantec Norton Antivirus 10.0.2.2002 All corporate All

Application Symantec Norton Antivirus 10.0.2.2010 All corporate All

Application Symantec Norton Antivirus 10.0.2.2011 All corporate All

Application Symantec Norton Antivirus 10.0.2.2020 All corporate All

Application Symantec Norton Antivirus 10.0.2.2021 All corporate All

Application Symantec Norton Antivirus 10.1 All corporate All

Application Symantec Norton Antivirus 10.1.394 All corporate All

Application Symantec Norton Antivirus 10.1.396 All corporate All

Application Symantec Norton Antivirus 10.1.4 All corporate All

Application Symantec Norton Antivirus 10.1.4.4010 All corporate All

Application Symantec Norton Antivirus 10.1.400 All corporate All

Application Symantec Norton Antivirus 10.1.401 All corporate All

Application Symantec Norton Antivirus 2005 All All All

Application Symantec Norton Antivirus 2006 All All All

Application Symantec Norton Antivirus 3.0 All corporate All

Application Symantec Norton Antivirus 9.0 All corporate All

Application Symantec Norton Antivirus 9.0.0.338 All corporate All

Application Symantec Norton Antivirus 9.0.1 All corporate All

Application Symantec Norton Antivirus 9.0.1.1.1000 All corporate All

Application Symantec Norton Antivirus 9.0.1.1000 All corporate All

Application Symantec Norton Antivirus 9.0.2 All corporate All

Application Symantec Norton Antivirus 9.0.2.1000 All corporate All

Application Symantec Norton Antivirus 9.0.3.1000 All corporate All

Application Symantec Norton Antivirus 9.0.4 All corporate All

Application Symantec Norton Antivirus 9.0.5 All corporate All

Application Symantec Norton Antivirus 9.0.5.1100 All corporate All

Application Symantec Norton Antivirus 9.0.6.1000 All corporate All

Application Symantec Norton Antivirus 10.0 All corporate All

Application Symantec Norton Antivirus 10.0.1.1000 All corporate All

Application Symantec Norton Antivirus 10.0.1.1007 All corporate All

Application Symantec Norton Antivirus 10.0.1.1008 All corporate All
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Application Symantec Norton Antivirus 10.0.2.2000 All corporate All

Application Symantec Norton Antivirus 10.0.2.2001 All corporate All

Application Symantec Norton Antivirus 10.0.2.2002 All corporate All

Application Symantec Norton Antivirus 10.0.2.2010 All corporate All

Application Symantec Norton Antivirus 10.0.2.2011 All corporate All

Application Symantec Norton Antivirus 10.0.2.2020 All corporate All

Application Symantec Norton Antivirus 10.0.2.2021 All corporate All

Application Symantec Norton Antivirus 10.1 All corporate All

Application Symantec Norton Antivirus 10.1.394 All corporate All

Application Symantec Norton Antivirus 10.1.396 All corporate All

Application Symantec Norton Antivirus 10.1.4 All corporate All

Application Symantec Norton Antivirus 10.1.4.4010 All corporate All

Application Symantec Norton Antivirus 10.1.400 All corporate All

Application Symantec Norton Antivirus 10.1.401 All corporate All

Application Symantec Norton Antivirus 2005 All All All

Application Symantec Norton Antivirus 2006 All All All

Application Symantec Norton Antivirus 3.0 All corporate All

Application Symantec Norton Antivirus 9.0 All corporate All

Application Symantec Norton Antivirus 9.0.0.338 All corporate All

Application Symantec Norton Antivirus 9.0.1 All corporate All

Application Symantec Norton Antivirus 9.0.1.1.1000 All corporate All

Application Symantec Norton Antivirus 9.0.1.1000 All corporate All

Application Symantec Norton Antivirus 9.0.2 All corporate All

Application Symantec Norton Antivirus 9.0.2.1000 All corporate All

Application Symantec Norton Antivirus 9.0.3.1000 All corporate All

Application Symantec Norton Antivirus 9.0.4 All corporate All

Application Symantec Norton Antivirus 9.0.5 All corporate All

Application Symantec Norton Antivirus 9.0.5.1100 All corporate All

Application Symantec Norton Antivirus 9.0.6.1000 All corporate All

Application Symantec Norton Internet Security 2005 All All All

Application Symantec Norton Internet Security 2006 All All All

Application Symantec Norton Internet Security 2005 All All All

Application Symantec Norton Internet Security 2006 All All All

Application Symantec Norton Personal Firewall 2005 All All All

Application Symantec Norton Personal Firewall 2006 All All All
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Application Symantec Norton Personal Firewall 2006_9.1.0.33 All All All

Application Symantec Norton Personal Firewall 2005 All All All

Application Symantec Norton Personal Firewall 2006 All All All

Application Symantec Norton Personal Firewall 2006_9.1.0.33 All All All

Application Symantec Norton Personal Firewall All All All All

Application Symantec Norton System Works 2005 All All All

Application Symantec Norton System Works 2006 All All All

Application Symantec Norton System Works 2005 All All All

Application Symantec Norton System Works 2006 All All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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