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CVE CVE-2007-1484
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-16 21:19:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The array_user_key_compare function in PHP 4.4.6 and earlier, and 5.x up to 5.2.1, makes erroneous calls to zval_dtor, wi

/ |

Risk And Classification

Primary CVSS: v2.0 4.6 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector
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Low
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AV:L/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All


https://cve.report/
https://cve.report/CVE-2007-1484/mitre
https://cve.report/CVE-2007-1484/nist
https://cve.report/CVE-2007-1484/cve_org
https://cve.report/api/cve/CVE-2007-1484.json
https://cve.report/CVE-2007-1484.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php

Application Php

All All All

Vendor Declared Affected Products

Source Vendor

CNA Na

Platforms

affected n/a Not specified

References

Reference

PHP: PHP 4.4.7 Release Announcement

Security Announcement
PHP: PHP 5.2.2 Release Announcement
USN-455-1: PHP vulnerabilities | Ubuntu

About Security Update 2007-007

Webmail - OVH
CVE Program record

NVD vulnerability detail

/]

APPLE-SA-2007-07-31 Security Update 2007-007

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

PHP Multiple Code Execution Vulnerabilities - Advisories - Secunia

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
SUSE update for php - Advisories - Secunia

Apple Mac OS X 2007-007 Multiple Security Vulnerabilities

Gentoo update for php - Advisories - Secunia
MOPB-24-2007:PHP array_user_key_compare() Double DTOR Vulnerability
Ubuntu update for php - Advisories - Secunia

PHP Array_User_Key Compare Function Memory Corruption Vulnerability

Source
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Vendor Comments And Credit

Link
lists.apple.com
us2.php.net
security.gentoc
secunia.com
secunia.com
secunia.com
www.securityfc
www.novell.coi
us2.php.net
www.ubuntu.cc
docs.info.apple
secunia.com
www.php-secu
secunia.com
www.securityfc
WWW.vVUpen.co

www.cve.org

nvd.nist.gov

Organization Published Contributor

Red Hat 2007-04-16  Mark J Cox
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There are currently no legacy QID mappings associated with this CVE.
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The PHP interpreter does not offer a reliable &quot;sandboxed&quot; security layer (as found in,

1|

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This


http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://lists.apple.com/archives/security-announce//2007/Jul/msg00004.html
http://us2.php.net/releases/4_4_7.php
http://security.gentoo.org/glsa/glsa-200705-19.xml
http://secunia.com/advisories/24542
http://secunia.com/advisories/26235
http://secunia.com/advisories/25056
http://www.securityfocus.com/bid/25159
http://www.novell.com/linux/security/advisories/2007_32_php.html
http://us2.php.net/releases/5_2_2.php
http://www.ubuntu.com/usn/usn-455-1
http://docs.info.apple.com/article.html?artnum=306172
http://secunia.com/advisories/25445
http://www.php-security.org/MOPB/MOPB-24-2007.html
http://secunia.com/advisories/25057
http://www.securityfocus.com/bid/22990
http://www.vupen.com/english/advisories/2007/2732
https://www.cve.org/CVERecord?id=CVE-2007-1484
https://nvd.nist.gov/vuln/detail/CVE-2007-1484
https://cve.report/

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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