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Summary

CVE CVE-2007-1497

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-16 22:19:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description nf_conntrack in netfilter in the Linux kernel before 2.6.20.3 does not set nfctinfo during reassembly of fragmented packets, which leaves the default value as IP_CT_ESTABLISHED and might allow remote attackers to bypass certain rulesets using IPv6 fragments.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

Advisories | Mandriva MANDRIVA www.mandriva.com

Repository / Oval Repository OVAL oval.cisecurity.org

Debian update for kernel - Advisories - Secunia SECUNIA secunia.com

Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.com

Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.com

Linux Kernel NULL Pointer Dereferences and Security Bypass - Advisories - Secunia SECUNIA secunia.com Patch, Vendor Advisory

Security Announcement SUSE www.novell.com

Support / Security / Advisories / / MDKSA-2007:196 | Mandriva MANDRIVA www.mandriva.com

Linux Kernel Netfilter nf_conntrack IPv6 Packet Reassembly Rule Bypass Vulnerability BID www.securityfocus.com

Webmail - OVH VUPEN www.vupen.com

33028 OSVDB www.osvdb.org

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Debian -- Security Information -- DSA-1289-1 linux-2.6 DEBIAN www.debian.org
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404: File not found CONFIRM www.kernel.org

SUSE update for kernel - Advisories - Secunia SECUNIA secunia.com

USN-464-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Mandriva update for kernel - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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