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Summary

CVE CVE-2007-1505

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-19 22:19:00 UTC

Updated 2017-08-17 01:29:00 UTC

Description Fujitsu FENCE-Pro before V5L01, and Systemwalker Desktop Encryption V12.0L10, V12.0L10A, V12.0L10B, V12.0L20 and V13.0.0 allows local users to obtain sensitive information by extracting the decoding password from certain "self-decoding" file types.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fujitsu Fence 2 All pro All

Application Fujitsu Fence 3 All pro All

Application Fujitsu Fence 4 All pro All

Application Fujitsu Fence 2 All pro All

Application Fujitsu Fence 3 All pro All

Application Fujitsu Fence 4 All pro All

Application Fujitsu Systemwalker Desktop Encryption v12.0l10 All All All

Application Fujitsu Systemwalker Desktop Encryption v12.0l10a All All All

Application Fujitsu Systemwalker Desktop Encryption v12.0l10b All All All

Application Fujitsu Systemwalker Desktop Encryption v12.0l20 All All All

Application Fujitsu Systemwalker Desktop Encryption v13.0.0 All All All

Application Fujitsu Systemwalker Desktop Encryption v12.0l10 All All All

Application Fujitsu Systemwalker Desktop Encryption v12.0l10a All All All

Application Fujitsu Systemwalker Desktop Encryption v12.0l10b All All All

Application Fujitsu Systemwalker Desktop Encryption v12.0l20 All All All

Application Fujitsu Systemwalker Desktop Encryption v13.0.0 All All All
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References

Reference Source Link

Fujitsu FENCE-Pro Self-Decoding File Information Disclosure - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

DTEの自己復号ファイルの脆弱性 : 富士通 CONFIRM software.fujitsu.com

Systemwalker Desktop Encryption Self-Decoding File Information Disclosure - Advisories - Secunia SECUNIA secunia.com

JVN#19795972: FENCE-Pro および Systemwalker Desktop Encryption の自己復号型ファイルにおける脆弱性 JVN jvn.jp

Multiple Fujitsu Products File Decryption Information Disclosure Vulnerability BID www.securityfocus.com

FENCE-Proの自己復号ファイルの脆弱性について : 富士通 CONFIRM segroup.fujitsu.com

34184 OSVDB osvdb.org

JVN:JVN#19795972 MITRE jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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