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CVE CVE-2007-1521
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-20 20:19:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Double free vulnerability in PHP before 4.4.7, and 5.x before 5.2.2, allows context-dependent attackers to execute arbitrary

/ |

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php All All All All


https://cve.report/
https://cve.report/CVE-2007-1521/mitre
https://cve.report/CVE-2007-1521/nist
https://cve.report/CVE-2007-1521/cve_org
https://cve.report/api/cve/CVE-2007-1521.json
https://cve.report/CVE-2007-1521.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php

Vendor Declared Affected Products

Source Vendor Product

CNA Na N/a

Version

affected n/a

Platforms

Not specified

References

Reference

MOPB-22-2007:PHP session_regenerate_id() Double Free Vulnerability
APPLE-SA-2007-07-31 Security Update 2007-007

PHP: PHP 4.4.7 Release Announcement

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
SUSE update for php - Advisories - Secunia

Apple Mac OS X 2007-007 Multiple Security Vulnerabilities

PHP Session Handling Double Free Vulnerabilities - Advisories - Secunia
Security Announcement

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
PHP: PHP 5.2.2 Release Announcement

USN-455-1: PHP vulnerabilities | Ubuntu

About Security Update 2007-007

Debian update for php5 - Advisories - Secunia

Gentoo update for php - Advisories - Secunia

Debian -- Security Information -- DSA-1282-1 php4

Ubuntu update for php - Advisories - Secunia

Webmail - OVH

PHP Session_Regenerate_ID Function Double Free Memory Corruption Vulnerability

Debian -- Security Information -- DSA-1283-1 php5
Debian update for php4 - Advisories - Secunia
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Organization Published Contributor Statement

Red Hat 2007-04-16  Mark J Cox

1

There are currently no legacy QID mappings associated with this CVE.

The PHP interpreter does not offer a reliable &quot;sandboxed&quot; security layer (as found in,



http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.php-security.org/MOPB/MOPB-22-2007.html
http://lists.apple.com/archives/security-announce//2007/Jul/msg00004.html
http://us2.php.net/releases/4_4_7.php
http://security.gentoo.org/glsa/glsa-200705-19.xml
http://secunia.com/advisories/26235
http://secunia.com/advisories/25056
http://www.securityfocus.com/bid/25159
http://secunia.com/advisories/24505
http://www.novell.com/linux/security/advisories/2007_32_php.html
http://www.vupen.com/english/advisories/2007/0960
http://us2.php.net/releases/5_2_2.php
http://www.ubuntu.com/usn/usn-455-1
http://docs.info.apple.com/article.html?artnum=306172
http://secunia.com/advisories/25062
http://secunia.com/advisories/25445
http://www.debian.org/security/2007/dsa-1282
http://secunia.com/advisories/25057
http://www.vupen.com/english/advisories/2007/2732
http://www.securityfocus.com/bid/22968
http://www.debian.org/security/2007/dsa-1283
http://secunia.com/advisories/25025
https://www.cve.org/CVERecord?id=CVE-2007-1521
https://nvd.nist.gov/vuln/detail/CVE-2007-1521
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