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Summary

CVE CVE-2007-1564

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-21 19:19:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description The FTP protocol implementation in Konqueror 3.5.5 allows remote servers to force the client to connect to other servers, perform a proxied port scan, or obtain sensitive information by specifying an alternate server address in an FTP PASV response.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kde Konqueror 3.5.5 All All All

Application Kde Konqueror 3.5.5 All All All

References

Reference Source Link Tags

www.kde.org/info/security/advisory-20070326-1.txt CONFIRM www.kde.org

Support REDHAT www.redhat.com

Webmail - OVH VUPEN www.vupen.com Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org

SecurityTracker.com Archives - KDE Konqueror FTP PASV Implementation Permits Port Scanning SECTRACK securitytracker.com

KDE Konqueror/IOSlave FTP PASV Port-Scanning Vulnerability BID www.securityfocus.com

issues.rpath.com/browse/RPL-1201 CONFIRM issues.rpath.com

Security Announcement SUSE www.novell.com

Page not found - CVE.report MISC bindshell.net

Red Hat update for kdelibs - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

https://cve.report/
https://cve.report/CVE-2007-1564/mitre
https://cve.report/CVE-2007-1564/nist
https://cve.report/CVE-2007-1564/cve_org
https://cve.report/CVE-2007-1564.pdf
http://cve.report/vendor/kde
http://cve.report/software/kde/konqueror
http://cve.report/vendor/kde
http://cve.report/software/kde/konqueror
http://www.kde.org/info/security/advisory-20070326-1.txt
http://www.redhat.com/support/errata/RHSA-2007-0909.html
http://www.vupen.com/english/advisories/2007/1076
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10646
http://securitytracker.com/id?1017801
http://www.securityfocus.com/bid/23091
https://issues.rpath.com/browse/RPL-1201
http://www.novell.com/linux/security/advisories/2007_6_sr.html
http://bindshell.net/papers/ftppasv/ftp-client-pasv-manipulation.pdf
http://secunia.com/advisories/27108
http://secunia.com/advisories/24889
http://www.mandriva.com/security/advisories?name=MDKSA-2007:072


USN-447-1: KDE library vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-23 Joshua Bressers Red Hat is aware of this issue and is tracking it via the following bug: https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=233592 The Red Hat Security Response Team has rated this issue as having low security impact, a future update may address this flaw. More information regarding issue severity can be found here: http://www.redhat.com/security/updates/classification/

There are currently no legacy QID mappings associated with this CVE.
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