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CVE-2007-1594

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2007-03-22 23:19:00 UTC

2018-10-16 16:39:00 UTC

The handle_response function in chan_sip.c in Asterisk before 1.2.17 and 1.4.x before 1.4.2 allows remote attackers to cau

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Asterisk Asterisk 0.1.11 All All All
Asterisk Asterisk 0.1.7 All All All
Asterisk Asterisk 0.1.8 All All All
Asterisk Asterisk 0.1.9 All All All
Asterisk Asterisk 0.1.9_1 All All All
Asterisk Asterisk 0.2 All All All
Asterisk Asterisk 0.3 All All All
Asterisk Asterisk 0.4 All All All
Asterisk Asterisk 0.7.0 All All All
Asterisk Asterisk 0.7.1 All All All
Asterisk Asterisk 0.7.2 All All All
Asterisk Asterisk 0.9.0 All All All
Asterisk Asterisk 1.0 All All All
Asterisk Asterisk 1.0.10 All All All
Asterisk Asterisk 1.0.11 All All All
Asterisk Asterisk 1.0.12 All All All
Asterisk Asterisk 1.0.6 All All All
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Webmail - OVH

SecurityFocus

404 Not Found

svn.digium.com/view/asterisk/trunk/channels/chan_sip.c

[VOIPSEC] Asterisk SDP DOS vulnerability

Gentoo update for asterisk - Advisories - Secunia

SUSE update for asterisk - Advisories - Secunia

Asterisk: Two SIP Denial of Service vulnerabilities — Gentoo Linux Documentation

Asterisk SIP Channel Driver Response Code Zero Remote Denial of Service Vulnerability

0009313: Asterisk segfaults upon receipt of a certain SIP packet (SIP Response code 0) - Digium Issue Tracker

Asterisk Can Be Crashed By Remote Users With an Unexpected SIP Response Code - SecurityTracker

Source
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MLIST

SECTRACK
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SECUNIA
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Asterisk SIP Response Code Denial of Service - Advisories - Secunia SECUNIA
Asterisk :: The Open Source Telephony Platform | Asterisk 1.4.2 released CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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