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Summary

CVE CVE-2007-1595

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-22 23:19:00 UTC

Updated 2011-03-08 02:52:00 UTC

Description The Asterisk Extension Language (AEL) in pbx/pbx_ael.c in Asterisk does not properly generate extensions, which allows remote attackers to execute arbitrary extensions and have an unknown impact by specifying an invalid extension in a certain form.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asterisk Asterisk 1.2.13 All All All

Application Asterisk Asterisk 1.2.13 All All All

References

Reference Source Link Tags

[ASTERISK-9045] AEL security risk in switch blocks - Digium/Asterisk JIRA MISC bugs.digium.com Vendor Advisory

Webmail- OVH VUPEN www.vupen.com

Asterisk PBX_AEL.C Switch Blocks Security Bypass Vulnerability BID www.securityfocus.com

svn.digium.com/view/asterisk CONFIRM svn.digium.com Patch

SUSE update for asterisk - Advisories - Secunia SECUNIA secunia.com

Asterisk AEL Extensions Security Bypass - Advisories - Secunia SECUNIA secunia.com

Security Announcement SUSE www.novell.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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