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Summary

CVE CVE-2007-1658

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-24 19:19:00 UTC

Updated 2018-10-16 16:39:00 UTC

Description Windows Mail in Microsoft Windows Vista might allow user-assisted remote attackers to execute certain programs via a link to a (1) local file or (2) UNC share pathname in which there is a directory with the same base name as an executable program at the same level, as demonstrated using C:/windows/system32/winrm (winrm.cmd) and migwiz (migwiz.exe).

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows Vista All All 32_bit All

Operating System Microsoft Windows Vista All All business All

Operating System Microsoft Windows Vista All All enterprise All

Operating System Microsoft Windows Vista All All home_basic All

Operating System Microsoft Windows Vista All All home_premium All

Operating System Microsoft Windows Vista All All 32_bit All

Operating System Microsoft Windows Vista All All business All

Operating System Microsoft Windows Vista All All enterprise All

Operating System Microsoft Windows Vista All All home_basic All

Operating System Microsoft Windows Vista All All home_premium All
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Microsoft Windows Vista Windows Mail Local File Execution Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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