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CVE CVE-2007-1659
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-11-07 23:46:00 UTC
Updated 2018-10-16 16:39:00 UTC
Description Perl-Compatible Regular Expression (PCRE) library before 7.3 allows context-dependent attackers to cause a denial of ser
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Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Pcre Pcre All All All

Language

All

References

Reference

ASA-2007-505 (RHSA-2007-1068)

Chicken: Multiple vulnerabilities — Gentoo Linux Documentation

About Security Update 2008-002

SecurityFocus

USN-547-1: PCRE vulnerabilities | Ubuntu security notices

Avaya Products PCRE Multiple Vulnerabilities - Advisories - Secunia

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
US-CERT Technical Cyber Security Alert TA07-352A -- Apple Updates for Multiple Vulnerabilities
Gentoo update for goffice - Advisories - Secunia

SecurityFocus

SUSE update for pcre - Advisories - Secunia

Gentoo update for pcre - Advisories - Secunia

SecurityTracker.com Archives - PCRE Regex Processing Bugs May Let Users Execute Arbitrary Code
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https://cve.report/CVE-2007-1659/cve_org
https://cve.report/api/cve/CVE-2007-1659.json
https://cve.report/CVE-2007-1659.pdf
http://cve.report/vendor/pcre
http://cve.report/software/pcre/pcre
http://support.avaya.com/elmodocs2/security/ASA-2007-505.htm
http://security.gentoo.org/glsa/glsa-200805-11.xml
http://docs.info.apple.com/article.html?artnum=307562
http://www.securityfocus.com/archive/1/483357/100/0/threaded
https://usn.ubuntu.com/547-1/
http://secunia.com/advisories/28041
http://secunia.com/advisories/28136
http://www.us-cert.gov/cas/techalerts/TA07-352A.html
http://secunia.com/advisories/28714
http://www.securityfocus.com/archive/1/483579/100/0/threaded
http://secunia.com/advisories/27773
http://secunia.com/advisories/27741
http://securitytracker.com/id?1018895

rhn.redhat.com | Red Hat Support
About Security Update 2007-009

www.pcre.org/changelog.txt

Fedora update for pcre - Secunia Advisories - Vulnerability Information - Secunia.com

APPLE-SA-2007-12-17 Security Update 2007-009

[SECURITY] Fedora 7 Update: pcre-7.3-3.fc7

Gentoo Linux Documentation -- PCRE: Multiple vulnerabilities
Ubuntu update for pcre - Advisories - Secunia

Gentoo Linux Documentation -- R: Multiple vulnerabilities

Gentoo Linux Documentation -- Kazehakase: Multiple vulnerabilities
Support / Security / Advisories / / MDVSA-2008:030 | Mandriva
Webmail - OVH

Chicken PCRE Buffer Overflow Vulnerability - Advisories - Secunia
[security-announce] SUSE Security Announcement: php4, php5 (SUSE-SA:2008
Mandriva update for pcre - Advisories - Secunia

Gentoo Linux Documentation -- GOffice: Multiple vulnerabilities
SUSE update for php4 and php5 - Advisories - Secunia

GLib 2.14.3

Advisories | Mandriva

Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Advisories | Mandriva

Gentoo update for R - Advisories - Secunia

rhn.redhat.com | Red Hat Support

PCRE Multiple Vulnerabilities - Advisories - Secunia

Debian update for pcre3 - Advisories - Secunia

Webmail - OVH

IBM X-Force Exchange

Gentoo update for chicken - Advisories - Secunia

Debian -- Security Information -- DSA-1399-1 pcre3

Gentoo update for kazehakase - Advisories - Secunia

Debian -- Security Information -- DSA-1570-1 kazehakase

Gentoo Bug 198976 - dev-lang/R < 2.2.1-r1 Multiple issues in embedded PCRE

PCRE Regular Expression Library Multiple Security Vulnerabilities
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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