CVE-2007-1716

Published on: 03/27/2007 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:37 PM UTC

CVE-2007-1716

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACHAUMC I PIAP Certain versions of Enterprise Linux from Redhat contain the following
: vulnerability:

pam_console does not properly restore ownership for certain console
devices when there are multiple users logged into the console and one
user logs out, which might allow local users to gain privileges.

CVE-2007-1716 has been assigned by [J] cve@mitre.org to track the vulnerability
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Access Access Authentication
Vector Complexity

[ HiGH
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Support & REDHAT RHSA-2007:0465

Support & REDHAT RHSA-2007:0555

Avaya Products pam Vulnerability and ){ SECUNIA 28319
Security Issue - Advisories - Secunia

(® OSVDB 37271
(® SGI 20070602-01-P



https://cve.report/
https://cve.report/CVE-2007-1716/mitre
https://cve.report/CVE-2007-1716/nist
https://cve.report/CVE-2007-1716/cve_org
https://cve.report/CVE-2007-1716.pdf
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.redhat.com/support/errata/RHSA-2007-0465.html
http://www.redhat.com/support/errata/RHSA-2007-0555.html
https://web.archive.org/web/2007/http://secunia.com/advisories/28319
http://osvdb.org/37271
ftp://patches.sgi.com/support/free/security/advisories/20070602-01-P.asc

Support www.redhat.com & REDHAT RHSA-2007:0737
text/html

Webmail : Solution de messagerie
professionnelle - OVHcloud- OVH text/html

() VUPEN ADV-2007-3229

SGI Advanced Linux Environment web.archive.org YU SECUNIA 25894
Multiple Updates - Advisories - Secunia text/html

[Full-Disclosure] Mailing List Charter lists.grok.org.uk () FULLDISC 20070920 VMSA-2007-0006 Critical security updates
text/html for all supported versions of VMware ESX Server, VMware Server,
TEEAE ATl  VMware Workstation, VMware ACE, and VMware Player

ASA-2007-526 (RHSA-2007-0737) support.avaya.com () CONFIRM support.avaya.com/elmodocs2/security/ASA-2007-
text/html 526.htm

Red Hat update for pam - Advisories - web.archive.org Y SECUNIA 27590

Secunia text/html

VMware ESX Server Multiple Security web.archive.org > SECUNIA 26909

Updates - Advisories - Secunia text/html

Gentoo Linux Documentation -- VMware [ Eernes EJ GENTOO GLSA-200711-23

Workstation and Player: Multiple text/html

vulnerabilities

Gentoo update for vmware - Advisories web.archive.org Y SECUNIA 27706
- Secunia text/html

Red Hat update for pam - Advisories - web.archive.org Y{ SECUNIA 25631
Secunia text/html

Repository / Oval Repository oval.cisecurity.org ) OVAL oval:org.mitre.oval:def:11483
text/html

230823 — CVE-2007-1716 Ownership of  FEEHIELEEERE () CONFIRM bugzilla.redhat.com/bugzilla/show_bug.cgi?id=230823
devices not returned to root after logout text/html
from console

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
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