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Certain versions of Windows Vista from Microsoft contain the following
vulnerability:

The ATI kernel driver (atikmdag.sys) in Microsoft Windows Vista allows
user-assisted remote attackers to cause a denial of service (crash) via
a crafted JPG image, as demonstrated by a slideshow, possibly due to
a buffer overflow.

CVSS2 Score: 7.1 - HIGH

Access
Vector

Access
Complexity

Authentication

NETWORK MEDIUM NONE

Confidentiality
Impact

Integrity
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Availability
Impact

NONE NONE COMPLETE

CVE References

Description Tags Link

404 Vulners - Vulnerability Data Base web.archive.org

text/html

Inactive Link Not Archived

 MISC
securityvulns.com/news/Microsoft/Vista/ATI.html

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF win-atikmdag-dos(33300)

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 VULNWATCH 20070325 Microsoft Windows
Vista Slideshow Unspecified Blue Screen Of Death
Vulnerability

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 33635

Vista Ati problems (ATIKMDAG.SYS BSoD) - Leoville
Town Square - Powered by FusionBB

leovilletownsquare.com

text/html

 MISC
leovilletownsquare.com/fusionbb/showtopic.php?
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https://web.archive.org/web/2007/http://archives.neohapsis.com/archives/vulnwatch/2007-q1/0077.html
http://www.osvdb.org/33635
http://leovilletownsquare.com/fusionbb/showtopic.php?fid/27/tid/17600/


← Previous ID Next ID→

Town Square - Powered by FusionBB text/html leovilletownsquare.com/fusionbb/showtopic.php?
fid/27/tid/17600/

AMD ATI Radeon ATIKMDAG.SYS Kernel Driver
Denial of Service - Advisories - Secunia

web.archive.org

text/html

 SECUNIA 24667

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

www.vupen.com

text/html

 VUPEN ADV-2007-1160

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Microsoft Windows Vista All All All All

Operating
System

Microsoft Windows Vista All All All All

No vendor comments have been submitted for this CVE
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