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Summary

CVE CVE-2007-1793

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-02 22:19:00 UTC

Updated 2018-10-16 16:40:00 UTC

Description SPBBCDrv.sys in Symantec Norton Personal Firewall 2006 9.1.0.33 and 9.1.1.7 does not validate certain arguments before being passed to hooked SSDT function handlers, which allows local users to cause a denial of service (crash) or possibly execute arbitrary code via crafted arguments to the (1) NtCreateMutant and (2) NtOpenEvent functions. 

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Antivirus 10.0 All corporate All

Application Symantec Antivirus 10.0.1 All corporate All

Application Symantec Antivirus 10.0.1.1 All corporate All

Application Symantec Antivirus 10.0.2 All corporate All

Application Symantec Antivirus 10.0.2.1 All corporate All

Application Symantec Antivirus 10.0.2.2 All corporate All

Application Symantec Antivirus 10.0.3 All corporate All

Application Symantec Antivirus 10.0.4 All corporate All

Application Symantec Antivirus 10.0.5 All corporate All

Application Symantec Antivirus 10.0.6 All corporate All

Application Symantec Antivirus 10.0.7 All corporate All

Application Symantec Antivirus 10.0.8 All corporate All

Application Symantec Antivirus 10.0.9 All corporate All

Application Symantec Antivirus 10.0 All corporate All

Application Symantec Antivirus 10.0.1 All corporate All

Application Symantec Antivirus 10.0.1.1 All corporate All

Application Symantec Antivirus 10.0.2 All corporate All
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Application Symantec Antivirus 10.0.2 All corporate All

Application Symantec Antivirus 10.0.2.1 All corporate All

Application Symantec Antivirus 10.0.2.2 All corporate All

Application Symantec Antivirus 10.0.3 All corporate All

Application Symantec Antivirus 10.0.4 All corporate All

Application Symantec Antivirus 10.0.5 All corporate All

Application Symantec Antivirus 10.0.6 All corporate All

Application Symantec Antivirus 10.0.7 All corporate All

Application Symantec Antivirus 10.0.8 All corporate All

Application Symantec Antivirus 10.0.9 All corporate All

Application Symantec Client Security 3.0 All All All

Application Symantec Client Security 3.0.0.359 All All All

Application Symantec Client Security 3.0.1.1000 All All All

Application Symantec Client Security 3.0.1.1001 All All All

Application Symantec Client Security 3.0.1.1007 All All All

Application Symantec Client Security 3.0.1.1008 All All All

Application Symantec Client Security 3.0.1.1009 All All All

Application Symantec Client Security 3.0.2 All All All

Application Symantec Client Security 3.0.2.2000 All All All

Application Symantec Client Security 3.0.2.2001 All All All

Application Symantec Client Security 3.0.2.2002 All All All

Application Symantec Client Security 3.0.2.2010 All All All

Application Symantec Client Security 3.0.2.2011 All All All

Application Symantec Client Security 3.0.2.2020 All All All

Application Symantec Client Security 3.0.2.2021 All All All

Application Symantec Client Security 3.1 All All All

Application Symantec Client Security 3.1.0.396 All All All

Application Symantec Client Security 3.1.0.401 All All All

Application Symantec Client Security 3.1.394 All All All

Application Symantec Client Security 3.1.396 All All All

Application Symantec Client Security 3.1.400 All All All

Application Symantec Client Security 3.1.401 All All All

Application Symantec Client Security 3.0 All All All

Application Symantec Client Security 3.0.0.359 All All All

Application Symantec Client Security 3.0.1.1000 All All All

Application Symantec Client Security 3.0.1.1001 All All All
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Application Symantec Client Security 3.0.1.1007 All All All

Application Symantec Client Security 3.0.1.1008 All All All

Application Symantec Client Security 3.0.1.1009 All All All

Application Symantec Client Security 3.0.2 All All All

Application Symantec Client Security 3.0.2.2000 All All All

Application Symantec Client Security 3.0.2.2001 All All All

Application Symantec Client Security 3.0.2.2002 All All All

Application Symantec Client Security 3.0.2.2010 All All All

Application Symantec Client Security 3.0.2.2011 All All All

Application Symantec Client Security 3.0.2.2020 All All All

Application Symantec Client Security 3.0.2.2021 All All All

Application Symantec Client Security 3.1 All All All

Application Symantec Client Security 3.1.0.396 All All All

Application Symantec Client Security 3.1.0.401 All All All

Application Symantec Client Security 3.1.394 All All All

Application Symantec Client Security 3.1.396 All All All

Application Symantec Client Security 3.1.400 All All All

Application Symantec Client Security 3.1.401 All All All

Application Symantec Norton 360 1.0 All All All

Application Symantec Norton 360 1.0 All All All

Application Symantec Norton Antispam 2004 All All All

Application Symantec Norton Antispam 2005 All All All

Application Symantec Norton Antispam 2004 All All All

Application Symantec Norton Antispam 2005 All All All

Application Symantec Norton Antivirus 2004 All All All

Application Symantec Norton Antivirus 2005 All All All

Application Symantec Norton Antivirus 2006 All All All

Application Symantec Norton Antivirus 2007 All All All

Application Symantec Norton Antivirus 2008 All All All

Application Symantec Norton Antivirus 2004 All All All

Application Symantec Norton Antivirus 2005 All All All

Application Symantec Norton Antivirus 2006 All All All

Application Symantec Norton Antivirus 2007 All All All

Application Symantec Norton Antivirus 2008 All All All

Application Symantec Norton Internet Security 2004 All All All

Application Symantec Norton Internet Security 2005 All All All
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Application Symantec Norton Internet Security 2005 All All All

Application Symantec Norton Internet Security 2006 All All All

Application Symantec Norton Internet Security 2007 All All All

Application Symantec Norton Internet Security 2008 All All All

Application Symantec Norton Internet Security 2004 All All All

Application Symantec Norton Internet Security 2005 All All All

Application Symantec Norton Internet Security 2006 All All All

Application Symantec Norton Internet Security 2007 All All All

Application Symantec Norton Internet Security 2008 All All All

Application Symantec Norton Personal Firewall 2004 All All All

Application Symantec Norton Personal Firewall 2005 All All All

Application Symantec Norton Personal Firewall 2006 All All All

Application Symantec Norton Personal Firewall 2006_9.1.0.33 All All All

Application Symantec Norton Personal Firewall 2006_9.1.1.7 All All All

Application Symantec Norton Personal Firewall 2004 All All All

Application Symantec Norton Personal Firewall 2005 All All All

Application Symantec Norton Personal Firewall 2006 All All All

Application Symantec Norton Personal Firewall 2006_9.1.0.33 All All All

Application Symantec Norton Personal Firewall 2006_9.1.1.7 All All All

Application Symantec Norton System Works 2004 All All All

Application Symantec Norton System Works 2005 All All All

Application Symantec Norton System Works 2006 All All All

Application Symantec Norton System Works 2004 All All All

Application Symantec Norton System Works 2005 All All All

Application Symantec Norton System Works 2006 All All All
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34692

Symantec Multiple Products SPBBCDrv Driver Local Denial of Service Vulnerability

Norton Personal Firewall 'SPBBCDrv.sys' Driver Lets Local Users Deny Service and Potentially Gain Elevated Privileges - SecurityTracker

Norton AntiSpam Input Validation Flaw in SPBBCDRV.SYS Device Driver Lets Local Users Deny Service - SecurityTracker

Plague in (security) software drivers - matousec.com

Symantec Security Center

SecurityFocus

Symantec Client Security Input Validation Flaw in SPBBCDRV.SYS Device Driver Lets Local Users Deny Service - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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