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CVE CVE-2007-1793
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-02 22:19:00 UTC
Updated 2018-10-16 16:40:00 UTC
Description SPBBCDrv.sys in Symantec Norton Personal Firewall 2006 9.1.0.33 and 9.1.1.7 does not validate certain arguments before

/ ]

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Symantec Antivirus 10.0 All corporate All
Application Symantec Antivirus 10.0.1 All corporate All
Application Symantec Antivirus 10.0.1.1 All corporate All
Application Symantec Antivirus 10.0.2 All corporate All
Application Symantec Antivirus 10.0.2.1 All corporate All
Application Symantec Antivirus 10.0.2.2 All corporate All
Application Symantec Antivirus 10.0.3 All corporate All
Application Symantec Antivirus 10.0.4 All corporate All
Application Symantec Antivirus 10.0.5 All corporate All
Application Symantec Antivirus 10.0.6 All corporate All
Application Symantec Antivirus 10.0.7 All corporate All
Application Symantec Antivirus 10.0.8 All corporate All
Application Symantec Antivirus 10.0.9 All corporate All
Application Symantec Antivirus 10.0 All corporate All
Application Symantec Antivirus 10.0.1 All corporate All
Application Symantec Antivirus 10.0.1.1 All corporate All
Application Symantec Antivirus 10.0.2 All corporate All
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Application Symantec Norton Internet Security 2005 All All All
Application Symantec Norton Internet Security 2006 All All All
Application Symantec Norton Internet Security 2007 All All All
Application Symantec Norton Internet Security 2008 All All All
Application Symantec Norton Internet Security 2004 All All All
Application Symantec Norton Internet Security 2005 All All All
Application Symantec Norton Internet Security 2006 All All All
Application Symantec Norton Internet Security 2007 All All All
Application Symantec Norton Internet Security 2008 All All All
Application Symantec Norton Personal Firewall 2004 All All All
Application Symantec Norton Personal Firewall 2005 All All All
Application Symantec Norton Personal Firewall 2006 All All All
Application Symantec Norton Personal Firewall 2006_9.1.0.33 All All All
Application Symantec Norton Personal Firewall 2006_9.1.1.7 All All All
Application Symantec Norton Personal Firewall 2004 All All All
Application Symantec Norton Personal Firewall 2005 All All All
Application Symantec Norton Personal Firewall 2006 All All All
Application Symantec Norton Personal Firewall 2006_9.1.0.33 All All All
Application Symantec Norton Personal Firewall 2006_9.1.1.7 All All All
Application Symantec Norton System Works 2004 All All All
Application Symantec Norton System Works 2005 All All All
Application Symantec Norton System Works 2006 All All All
Application Symantec Norton System Works 2004 All All All
Application Symantec Norton System Works 2005 All All All
Application Symantec Norton System Works 2006 All All All
Reference

Advisory 2007-09-18.01 - matousec.com

Symantec AntiVirus Corporate Edition Input Validation Flaw in SPBBCDRV.SYS Device Driver Lets Local Users Deny Service - SecurityTrack
SecurityFocus

Norton System Works Input Validation Flaw in SPBBCDRV.SYS Device Driver Lets Local Users Deny Service - SecurityTracker

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Symantec Norton Personal Firewall Hooked Functions Denial of Service - Advisories - Secunia

Norton Internet Security 'SPBBCDrv.sys' Driver Lets Local Users Deny Service and Potentially Gain Elevated Privileges - Security Tracker
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Advisory 2007-04-01.01 - matousec.com

34692

Symantec Multiple Products SPBBCDrv Driver Local Denial of Service Vulnerability

Norton Personal Firewall 'SPBBCDrv.sys' Driver Lets Local Users Deny Service and Potentially Gain Elevated Privileges - SecurityTracker
Norton AntiSpam Input Validation Flaw in SPBBCDRV.SYS Device Driver Lets Local Users Deny Service - Security Tracker

Plague in (security) software drivers - matousec.com

Symantec Security Center

SecurityFocus

Symantec Client Security Input Validation Flaw in SPBBCDRV.SYS Device Driver Lets Local Users Deny Service - SecurityTracker

CVE Program record

NVD vulnerability detail
El | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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