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Buffer overflow in the php_stream_filter_create function in PHP 5 before 5.2.1 allows remote attackers to cause a denial of
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 5.0.0 All All All
Php Php 5.0.1 All All All
Php Php 5.0.2 All All All
Php Php 5.0.3 All All All
Php Php 5.0.4 All All All
Php Php 5.0.5 All All All
Php Php 5.1.0 All All All
Php Php 5.1.1 All All All
Php Php 5.1.2 All All Al
Php Php 5.1.3 All All All
Php Php 5.1.4 All All Al
Php Php 515 All All All
Php Php 5.1.6 All All All
Php Php 5.2.0 All All Al
Php Php 5.0.0 All All All
Php Php 5.0.1 All All All
Php Php 5.0.2 All All All
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Application Php Php 5.0.3 All All All

Application Php Php 5.04 All All All

Application Php Php 5.0.5 All All All

Application Php Php 5.1.0 All All All

Application Php Php 5.1.1 All All All

Application Php Php 5.1.2 All All All

Application Php Php 5.1.3 All All All

Application Php Php 51.4 All All All

Application Php Php 5.15 All All All

Application Php Php 5.1.6 All All All

Application Php Php 5.2.0 All All All

Reference Source Link Tags

Debian -- Security Information -- DSA-1283-1 php5 DEBIAN www.debian.org

PHP 5 PHP_Stream_Filter_Create() Function Buffer Overflow Vulnerability BID www.securityfocus.com Exploit

USN-455-1: PHP vulnerabilities | Ubuntu UBUNTU  www.ubuntu.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SUSE update for php - Advisories - Secunia SECUNIA  secunia.com

Ubuntu update for php - Advisories - Secunia SECUNIA  secunia.com

Debian update for php5 - Advisories - Secunia SECUNIA  secunia.com

Security Announcement SUSE www.novell.com

MOPB-42-2007:PHP 5 php_stream_filter_create() Off By One Vulnerablity =~ MISC www.php-security.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analys
4] EEN

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-04-16 Mark J Cox  The PHP interpreter does not offer a reliable &quot;sandboxed&quot; security layer (as found in,

Lo |

There are currently no legacy QID mappings associated with this CVE.
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