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CVE CVE-2007-1841
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-10 22:19:00 UTC
Updated 2017-10-11 01:32:00 UTC
Description The isakmp_info_recv function in src/racoon/isakmp_inf.c in racoon in Ipsec-tools before 0.6.7 allows remote attackers to ¢
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ipsec-tools Ipsec-tools All All All All
Reference Source Link

Debian update for ipsec-tools - Secunia.com SECUNIA secunia.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com
IPSec-Tools Remote Denial Of Service Vulnerability BID www.securityfocus.com
Security Announcement SUSE www.novell.com
rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com
Advisories - Mandriva Linux MANDRIVA  www.mandriva.com

IPsec-Tools isakmp_info_recv() Function Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Debian -- Security Information -- DSA-1299-1 ipsec-tools DEBIAN www.debian.org
Gentoo update for ipsec-tools - Advisories - Secunia SECUNIA secunia.com
Webmail | OVH- OVH VUPEN www.vupen.com
Ubuntu update for ipsec-tools - Advisories - Secunia SECUNIA secunia.com
USN-450-1: ipsec-tools vulnerability | Ubuntu UBUNTU www.ubuntu.com

Repository / Oval Repository OVAL oval.cisecurity.org



https://cve.report/
https://cve.report/CVE-2007-1841/mitre
https://cve.report/CVE-2007-1841/nist
https://cve.report/CVE-2007-1841/cve_org
https://cve.report/CVE-2007-1841.pdf
http://cve.report/vendor/ipsec-tools
http://cve.report/software/ipsec-tools/ipsec-tools
http://secunia.com/advisories/25560
http://secunia.com/advisories/25072
http://www.securityfocus.com/bid/23394
http://www.novell.com/linux/security/advisories/2007_8_sr.html
https://rhn.redhat.com/errata/RHSA-2007-0342.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:084
http://www.securitytracker.com/id?1018086
http://www.debian.org/security/2007/dsa-1299
http://secunia.com/advisories/25142
http://www.vupen.com/english/advisories/2007/1310
http://secunia.com/advisories/24833
http://www.ubuntu.com/usn/usn-450-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10504

IPsec Tools "isakmp_inf.c" Denial of Service - Advisories - Secunia
[PROJECT ABANDONED] IPsec Tools download | SourceForge.net
Mandriva update for ipsec-tools - Secunia.com

Red Hat update for ipsec-tools - Advisories - Secunia

Page not found - SourceForge.net

IBM X-Force Exchange

Gentoo Linux Documentation -- IPsec-Tools: Denial of Service
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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