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Summary

CVE CVE-2007-1849

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-03 16:19:00 UTC

Updated 2017-07-29 01:31:00 UTC

Description Directory traversal vulnerability in 404.php in Drake CMS allows remote attackers to include and execute arbitrary local arbitrary files via a .. (dot dot) in the d_private parameter. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drake Team Drake Cms 0.3.7 All All All

Application Drake Team Drake Cms 0.3.7_beta All All All

Application Drake Team Drake Cms 0.3.7 All All All

Application Drake Team Drake Cms 0.3.7_beta All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com

Drake CMS 404.PHP Local File Include Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Drake CMS 2007-04-17 legolas558 An apposite mailing list (drakecms-security@lists.sourceforge.net) has been created to discuss all publicly disclosed security reports (mostly from National Vulnerability Database and Security Focus); for the valid security reports temporary solutions will be offered even before the official patch release. Specific patches will be released for all critical vulnerabilities (available through the automatic update feature). This vulnerability has been fixed in Drake CMS v0.3.8 Beta, previous versions’ users can update their software directly from the administrative backend.
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There are currently no legacy QID mappings associated with this CVE.
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