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Summary

CVE CVE-2007-1854

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-03 16:19:00 UTC

Updated 2017-07-29 01:31:00 UTC

Description Unspecified vulnerability in Hitachi Cosminexus Component Container 07-00 through 07-00-10, and 07-10 through 07-10-03, as used in uCosminexus Application Server Enterprise and Standard; uCosminexus Service Platform; uCosminexus Developer Standard and Professional; uCosminexus Service Architect; Electronic Form Workflow Standard Set, Professional Library Set, and Developer Client Set; and uCosminexus ERP Integrator, does not properly manage session information, which has an unspecified impact related to "unintended other requests."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hitachi Cosminexus Component Container 07_00_11 All aix All

Application Hitachi Cosminexus Component Container 07_00_11 All hp-ux_ipf All

Application Hitachi Cosminexus Component Container 07_00_11 All linux All

Application Hitachi Cosminexus Component Container 07_00_11 All windows All

Application Hitachi Cosminexus Component Container 07_10_04 All aix All

Application Hitachi Cosminexus Component Container 07_10_04 All hp-ux All

Application Hitachi Cosminexus Component Container 07_10_04 All hp-ux_ipf All

Application Hitachi Cosminexus Component Container 07_10_04 All linux All

Application Hitachi Cosminexus Component Container 07_10_04 All linux_ipf All

Application Hitachi Cosminexus Component Container 07_10_04 All windows All

Application Hitachi Cosminexus Component Container 07_00_11 All aix All

Application Hitachi Cosminexus Component Container 07_00_11 All hp-ux_ipf All

Application Hitachi Cosminexus Component Container 07_00_11 All linux All

Application Hitachi Cosminexus Component Container 07_00_11 All windows All

Application Hitachi Cosminexus Component Container 07_10_04 All aix All

Application Hitachi Cosminexus Component Container 07_10_04 All hp-ux All

Application Hitachi Cosminexus Component Container 07_10_04 All hp-ux_ipf All
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Application Hitachi Cosminexus Component Container 07_10_04 All hp-ux_ipf All

Application Hitachi Cosminexus Component Container 07_10_04 All linux All

Application Hitachi Cosminexus Component Container 07_10_04 All linux_ipf All

Application Hitachi Cosminexus Component Container 07_10_04 All windows All

Application Hitachi Electronic Form Workflow All All developer_client_set All

Application Hitachi Electronic Form Workflow All All professional_library_set All

Application Hitachi Electronic Form Workflow All All standard_set All

Application Hitachi Electronic Form Workflow All All developer_client_set All

Application Hitachi Electronic Form Workflow All All professional_library_set All

Application Hitachi Electronic Form Workflow All All standard_set All

Application Hitachi Ucosminexus Application Server All All enterprise All

Application Hitachi Ucosminexus Application Server All All standard All

Application Hitachi Ucosminexus Application Server All All enterprise All

Application Hitachi Ucosminexus Application Server All All standard All

Application Hitachi Ucosminexus Developer All All professional All

Application Hitachi Ucosminexus Developer All All standard All

Application Hitachi Ucosminexus Developer All All professional All

Application Hitachi Ucosminexus Developer All All standard All

Application Hitachi Ucosminexus Erp Integrator All All All All

Application Hitachi Ucosminexus Erp Integrator All All All All

Application Hitachi Ucosminexus Service Architect All All All All

Application Hitachi Ucosminexus Service Architect All All All All

Application Hitachi Ucosminexus Service Platform All All All All

Application Hitachi Ucosminexus Service Platform All All All All
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Problem with Session Information Processing of uCosminexus Application Server: Software Vulnerability Information: Software: Hitachi CONFIRM

Hitachi Products Cosminexus Component Container Improper Session Information Usage - Advisories - Secunia SECUNIA

Hitachi uCosminexus Application Server Session Information Remote Unauthorized Access Vulnerability BID
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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