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CVE CVE-2007-1862
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-04 23:30:00 UTC
Updated 2023-11-07 02:00:00 UTC
Description The recall_headers function in mod_mem_cache in Apache 2.2.4 does not properly copy all levels of header data, which ce

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hitp Server 224 All All All

Application Apache Http Server 224 All All All

Reference Source Linl
404 Not Found CONFIRM  peo
Oracle Critical Patch Update - April 2013 CONFIRM  ww\
Pony Mail! MLIST lists
Apache Mod_Mem_Cache Information Disclosure Vulnerability BID WW\
Pony Mail! lists
Pony Mail! MLIST lists
Pony Mail! MLIST lists
Bug 41551 — mod_mem_cache cache incorrect header CONFIRM issu
Fedora update for httpd - Advisories - Secunia SECUNIA secl
Pony Mail! lists
Pony Mail! lists
Pony Mail! lists
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http://www.oracle.com/technetwork/topics/security/cpuapr2013-1899555.html
https://lists.apache.org/thread.html/reb542d2038e9c331506e0cbff881b47e40fbe2bd93ff00979e60cdf7@%253Ccvs.httpd.apache.org%253E
http://www.securityfocus.com/bid/24553
https://lists.apache.org/thread.html/rf6449464fd8b7437704c55f88361b66f12d5b5f90bcce66af4be4ba9%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rfbaf647d52c1cb843e726a0933f156366a806cead84fbd430951591b@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/f7f95ac1cd9895db2714fa3ebaa0b94d0c6df360f742a40951384a53@%253Ccvs.httpd.apache.org%253E
http://issues.apache.org/bugzilla/show_bug.cgi?id=41551
http://secunia.com/advisories/26842
https://lists.apache.org/thread.html/rfbaf647d52c1cb843e726a0933f156366a806cead84fbd430951591b%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r9ea3538f229874c80a10af473856a81fbf5f694cd7f471cc679ba70b%2540%253Ccvs.httpd.apache.org%253E
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Support / Security / Advisories / / MDKSA-2007:127 | Mandriva
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Pony Mail!

38641

Apache Denial of Service and Cross-Site Scripting - Advisories - Secunia
Pony Mail!

Pony Mail!

Pony Mail!

httpd 2.2 vulnerabilities - The Apache HTTP Server Project

Support / Security / Advisories / / MDVSA-2013:150 | Mandriva
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Pony Mail!
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Gentoo Linux Documentation -- Apache: Multiple vulnerabilities
Pony Mail!

Gentoo update for apache - Advisories - Secunia
Pony Mail!

Pony Mail!

Pony Mail!

[SECURITY] Fedora 7 Update: httpd-2.2.6-1.fc7
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https://lists.apache.org/thread.html/r57608dc51b79102f3952ae06f54d5277b649c86d6533dcd6a7d201f7%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r476d175be0aaf4a17680ef98c5153b4d336eaef76fb2224cc94c463a%2540%253Ccvs.httpd.apache.org%253E
http://www.vupen.com/english/advisories/2007/2231
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http://secunia.com/advisories/26273
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https://lists.apache.org/thread.html/f7f95ac1cd9895db2714fa3ebaa0b94d0c6df360f742a40951384a53%2540%253Ccvs.httpd.apache.org%253E
http://www.vupen.com/english/advisories/2007/2727
https://lists.apache.org/thread.html/r9f93cf6dde308d42a9c807784e8102600d0397f5f834890708bf6920@%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/rafd145ba6cd0a4ced113a5823cdaff45aeb36eb09855b216401c66d6%2540%253Ccvs.httpd.apache.org%253E
http://security.gentoo.org/glsa/glsa-200711-06.xml
https://lists.apache.org/thread.html/rad01d817195e6cc871cb1d73b207ca326379a20a6e7f30febaf56d24@%253Ccvs.httpd.apache.org%253E
http://secunia.com/advisories/27563
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https://lists.apache.org/thread.html/rad01d817195e6cc871cb1d73b207ca326379a20a6e7f30febaf56d24%2540%253Ccvs.httpd.apache.org%253E
https://lists.apache.org/thread.html/r652fc951306cdeca5a276e2021a34878a76695a9f3cfb6490b4a6840@%253Ccvs.httpd.apache.org%253E
http://www.redhat.com/archives/fedora-package-announce/2007-September/msg00320.html
https://www.cve.org/CVERecord?id=CVE-2007-1862
https://nvd.nist.gov/vuln/detail/CVE-2007-1862

vendor Comments Ana Credl
Organization Published Contributor Statement
Apache 2008-07-02 Mark J Cox  Fixed in Apache HTTP Server 2.2.6. http://httpd.apache.org/security/vulnerabilities_22.html

Red Hat 2007-06-11 Mark J Cox  Not vulnerable. This issue was specific to httpd version 2.2.4 and did not affect the versions of h

l
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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