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Summary

CVE CVE-2007-1878

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-06 00:19:00 UTC

Updated 2018-10-16 16:41:00 UTC

Description Cross-zone scripting vulnerability in the DOM templates (domplates) used by the console.log function in the Firebug extension before 1.03 for Mozilla Firefox allows remote attackers to bypass zone restrictions, read arbitrary file:// URIs, or execute arbitrary code in the browser chrome, as demonstrated via the runFile function, related to lack of HTML escaping in the property name.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Parakey Inc. Firebug 1.01 All All All

Application Parakey Inc. Firebug 1.02 All All All

Application Parakey Inc. Firebug 1.01 All All All

Application Parakey Inc. Firebug 1.02 All All All

References

Reference Source Link

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

Firebug CONFIRM www.getfirebug.com

Mozilla Firefox Firebug Extension Two Cross-Context Scripting Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CXSecurity - IDS SREASON securityreason.com

SecurityFocus BUGTRAQ www.securityfocus.com

Larholm.com - Me, myself and I » 0day vulnerability in Firebug MISC larholm.com

Firebug Goes Evil | GNUCITIZEN MISC www.gnucitizen.org

FireBug Cross Zone Scripting Vulnerability BID www.securityfocus.com

https://cve.report/
https://cve.report/CVE-2007-1878/mitre
https://cve.report/CVE-2007-1878/nist
https://cve.report/CVE-2007-1878/cve_org
https://cve.report/api/cve/CVE-2007-1878.json
https://cve.report/CVE-2007-1878.pdf
http://cve.report/vendor/parakey_inc.
http://cve.report/software/parakey_inc./firebug
http://cve.report/vendor/parakey_inc.
http://cve.report/software/parakey_inc./firebug
http://cve.report/vendor/parakey_inc.
http://cve.report/software/parakey_inc./firebug
http://cve.report/vendor/parakey_inc.
http://cve.report/software/parakey_inc./firebug
https://exchange.xforce.ibmcloud.com/vulnerabilities/33451
http://www.securityfocus.com/archive/1/464786/100/0/threaded
http://www.getfirebug.com/blog/2007/04/04/security-update/
http://secunia.com/advisories/24743
http://www.vupen.com/english/advisories/2007/1272
http://securityreason.com/securityalert/2525
http://www.securityfocus.com/archive/1/464740/100/0/threaded
http://larholm.com/2007/04/06/0day-vulnerability-in-firebug/
http://www.gnucitizen.org/blog/firebug-goes-evil
http://www.securityfocus.com/bid/23315


CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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