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Summary

CVE CVE-2007-1889

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-06 01:19:00 UTC

Updated 2017-07-29 01:31:00 UTC

Description Integer signedness error in the _zend_mm_alloc_int function in the Zend Memory Manager in PHP 5.2.0 allows remote attackers to execute arbitrary code via a large emalloc request, related to an incorrect signed long cast, as demonstrated via the HTTP SOAP client in PHP, and via a call to msg_receive with the largest positive integer value of maxsize.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.2.0 All All All

Application Php Php 5.2.0 All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-1283-1 php5 DEBIAN www.debian.org

MOPB-43-2007:PHP msg_receive() Memory Allocation Integer Overflow Vulnerabilty MISC www.php-security.org Patch, Vendor Advisory

SUSE update for php - Advisories - Secunia SECUNIA secunia.com

Debian update for php5 - Advisories - Secunia SECUNIA secunia.com

Security Announcement SUSE www.novell.com

MOPB-44-2007:PHP 5.2.0 Memory Manager Signed Comparision Vulnerability MISC www.php-security.org Vendor Advisory

PHP Memory Manager Sign Comparison Multiple Buffer Overflow Vulnerabilities BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

https://cve.report/
https://cve.report/CVE-2007-1889/mitre
https://cve.report/CVE-2007-1889/nist
https://cve.report/CVE-2007-1889/cve_org
https://cve.report/api/cve/CVE-2007-1889.json
https://cve.report/CVE-2007-1889.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://www.debian.org/security/2007/dsa-1283
http://www.php-security.org/MOPB/MOPB-43-2007.html
http://secunia.com/advisories/25056
http://secunia.com/advisories/25062
http://www.novell.com/linux/security/advisories/2007_32_php.html
http://www.php-security.org/MOPB/MOPB-44-2007.html
http://www.securityfocus.com/bid/23238
https://exchange.xforce.ibmcloud.com/vulnerabilities/33770
https://www.cve.org/CVERecord?id=CVE-2007-1889
https://nvd.nist.gov/vuln/detail/CVE-2007-1889


Organization Published Contributor Statement

Red Hat 2007-04-16 Mark J Cox Not vulnerable. These issues did not affect the versions of PHP as shipped with Red Hat Enterprise Linux 2.1, 3, 4, 5, Stronghold 4.0, or Red Hat Application Stack 1.

There are currently no legacy QID mappings associated with this CVE.
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