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Description CRLF injection vulnerability in the FILTER_VALIDATE_EMAIL filter in ext/filter in PHP 5.2.0 and 5.2.1 allows context-deper

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Php Php 5.2.0

Application Php Php 5.2.1

Application Php Php 5.2.0

Application Php Php 5.21
References

Reference

Debian -- Security Information -- DSA-1283-1 php5
Slackware update for php5 - Advisories - Secunia
[SECURITY] Fedora 7 Update: php-5.2.4-1.fc7

USN-455-1: PHP vulnerabilities | Ubuntu

The Slackware Linux Project: Slackware Security Advisories
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
33962

SUSE update for php - Advisories - Secunia

PHP: PHP 5.2.3 Release Announcement

Update
All
All
All

All

PHP "FILTER_VALIDATE_EMAIL" Filter Newline Injection - Advisories - Secunia

Edition

All

All

All

All

Language
All
All
All

All
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https://cve.report/CVE-2007-1900/nist
https://cve.report/CVE-2007-1900/cve_org
https://cve.report/api/cve/CVE-2007-1900.json
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http://cve.report/vendor/php
http://cve.report/software/php/php
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http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://www.debian.org/security/2007/dsa-1283
http://secunia.com/advisories/25535
https://www.redhat.com/archives/fedora-package-announce/2007-September/msg00397.html
http://www.ubuntu.com/usn/usn-455-1
http://secunia.com/advisories/24824
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.482863
http://www.vupen.com/english/advisories/2007/2016
http://www.osvdb.org/33962
http://secunia.com/advisories/25056
http://www.php.net/releases/5_2_3.php

PHP Filter_Var FILTER_VALIDATE_EMAIL Newline Injection Vulnerability
Ubuntu update for php - Advisories - Secunia

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
PMOPB-45-2007:PHP ext/filter Email Validation Vulnerability

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

2007-0023

IBM X-Force Exchange

Gentoo update for php - Advisories - Secunia

Debian update for php5 - Advisories - Secunia

Security Announcement

Repository / Oval Repository

HP-UX update for Apache - Advisories - Secunia

Trustix Update for Multiple Packages - Advisories - Secunia

Fedora update for php - Advisories - Secunia

HPSBUX02262 SSRT071447 rev. 1 - HP-UX running Apache, Remote Arbitrary Code Execution, Cross Site Scripting (XSS) - 01178795 - HI
Gentoo update for php - Advisories - Secunia

CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-04-16 Mark J Cox  Not vulnerable. The filter extension was not shipped in the versions of PHP supplied for Red Hal
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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