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Summary

CVE CVE-2007-1900

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-10 18:19:00 UTC

Updated 2017-10-11 01:32:00 UTC

Description CRLF injection vulnerability in the FILTER_VALIDATE_EMAIL filter in ext/filter in PHP 5.2.0 and 5.2.1 allows context-dependent attackers to inject arbitrary e-mail headers via an e-mail address with a '\n' character, which causes a regular expression to ignore the subsequent part of the address string.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 5.2.0 All All All

Application Php Php 5.2.1 All All All

Application Php Php 5.2.0 All All All

Application Php Php 5.2.1 All All All

References

Reference

Debian -- Security Information -- DSA-1283-1 php5

Slackware update for php5 - Advisories - Secunia

[SECURITY] Fedora 7 Update: php-5.2.4-1.fc7

USN-455-1: PHP vulnerabilities | Ubuntu

PHP "FILTER_VALIDATE_EMAIL" Filter Newline Injection - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

33962

SUSE update for php - Advisories - Secunia

PHP: PHP 5.2.3 Release Announcement
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PHP Filter_Var FILTER_VALIDATE_EMAIL Newline Injection Vulnerability

Ubuntu update for php - Advisories - Secunia

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

PMOPB-45-2007:PHP ext/filter Email Validation Vulnerability

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

2007-0023

IBM X-Force Exchange

Gentoo update for php - Advisories - Secunia

Debian update for php5 - Advisories - Secunia

Security Announcement

Repository / Oval Repository

HP-UX update for Apache - Advisories - Secunia

Trustix Update for Multiple Packages - Advisories - Secunia

Fedora update for php - Advisories - Secunia

HPSBUX02262 SSRT071447 rev. 1 - HP-UX running Apache, Remote Arbitrary Code Execution, Cross Site Scripting (XSS) - c01178795 - HP Business Support Center

Gentoo update for php - Advisories - Secunia

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-04-16 Mark J Cox Not vulnerable. The filter extension was not shipped in the versions of PHP supplied for Red Hat Enterprise Linux 2.1, 3, 4, 5, Stronghold 4.0, or Red Hat Application Stack 1.

There are currently no legacy QID mappings associated with this CVE.
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