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CVE CVE-2007-2027
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-04-13 18:19:00 UTC
Updated 2017-10-11 01:32:00 UTC
Description Untrusted search path vulnerability in the add_filename_to_string function in intl/gettext/loadmsgcat.c for Elinks 0.11.1 allov

1|

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Elinks Elinks 0.11.1 All
Application Elinks Elinks 0.11.1 All

Edition

All

All

Language
All

All

References

Reference

Ubuntu update for elinks - Advisories - Secunia

ELinks Relative Path Arbitrary Code Execution Vulnerability

235411 — (CVE-2007-2027) CVE-2007-2027 elinks tries to load .po files from a non-absolute path
ELinks "add_filename_to_string()" Privilege Escalation - Advisories - Secunia
2007-0017

Webmail - OVH

Repository / Oval Repository

USN-457-1: elinks vulnerability | Ubuntu

#417789 - elinks: elinks uses untrusted gettext catalog - Debian Bug report logs
Trustix Updates for Multiple Packages - Advisories - Secunia

ELinks: User-assisted execution of arbitrary code — Gentoo Linux Documentation

Gentoo update for elinks - Secunia.com

Source

SECUNIA

BID

CONFIRM

SECUNIA

TRUSTIX

VUPEN

OVAL

UBUNTU

CONFIRM

SECUNIA

GENTOO

SECUNIA

Link

secunia.com
www.securityfocus.com
bugzilla.redhat.com
secunia.com
www.trustix.org
Www.vupen.com
oval.cisecurity.org
www.ubuntu.com
bugs.debian.org
secunia.com
security.gentoo.org

secunia.com

Te

Ve

Ve

Ve

Ve

Ve


https://cve.report/
https://cve.report/CVE-2007-2027/mitre
https://cve.report/CVE-2007-2027/nist
https://cve.report/CVE-2007-2027/cve_org
https://cve.report/CVE-2007-2027.pdf
http://cve.report/vendor/elinks
http://cve.report/software/elinks/elinks
http://cve.report/vendor/elinks
http://cve.report/software/elinks/elinks
http://secunia.com/advisories/25198
http://www.securityfocus.com/bid/23844
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=235411
http://secunia.com/advisories/25169
http://www.trustix.org/errata/2007/0017/
http://www.vupen.com/english/advisories/2007/1686
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9741
http://www.ubuntu.com/usn/usn-457-1
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=417789
http://secunia.com/advisories/25255
http://security.gentoo.org/glsa/glsa-200706-03.xml
http://secunia.com/advisories/25550
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-10-02 Mark J Cox  This issue affected Red Hat Enterprise Linux 4 and 5. Update packages were released to correc

-l
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There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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