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Summary

CVE CVE-2007-2028

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-13 18:19:00 UTC

Updated 2017-10-11 01:32:00 UTC

Description Memory leak in freeRADIUS 1.1.5 and earlier allows remote attackers to cause a denial of service (memory consumption) via a large number of EAP-TTLS tunnel connections using malformed Diameter format attributes, which causes the authentication request to be rejected but does not reclaim VALUE_PAIR data structures.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Freeradius Freeradius All All All All

References

Reference Source Link Tags

FreeRADIUS EAP-TTLS "VALUE_PAIR" Memory Leak Security Issue - Advisories - Secunia SECUNIA secunia.com

FreeRadius EAP-TTLS Tunnel Memory Leak Remote Denial Of Service Vulnerability BID www.securityfocus.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

Mandriva update for freeradius - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- FreeRADIUS: Denial of Service GENTOO security.gentoo.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SUSE Updates for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Red Hat update for freeradius - Advisories - Secunia SECUNIA secunia.com

FreeRADIUS -- Security Contacts and notifications CONFIRM www.freeradius.org

FreeRADIUS EAP-TTLS Memory Leak Lets Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

Security Announcement SUSE www.novell.com

2007-0013 TRUSTIX www.trustix.org
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http://secunia.com/advisories/24907
http://security.gentoo.org/glsa/glsa-200704-14.xml
http://www.vupen.com/english/advisories/2007/1369
http://secunia.com/advisories/25220
http://rhn.redhat.com/errata/RHSA-2007-0338.html
http://secunia.com/advisories/25201
http://www.freeradius.org/security.html
http://www.securitytracker.com/id?1018042
http://www.novell.com/linux/security/advisories/2007_10_sr.html
http://www.trustix.org/errata/2007/0013/


Repository / Oval Repository OVAL oval.cisecurity.org

Trustix update for freetype and clamav - Advisories - Secunia SECUNIA secunia.com

Gentoo update for freeradius - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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