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File descriptor leak in the PDF handler in Clam AntiVirus (ClamAV) allows remote attackers to cause a denial of service via
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Clam Anti-virus Clamav 0.84_rc2 All All All
Clam Anti-virus Clamav 0.84_rc2 All All All
Debian Debian Linux 3.1 All All All
Debian Debian Linux 3.1 All alpha All
Debian Debian Linux 3.1 All amd64 All
Debian Debian Linux 3.1 All arm All
Debian Debian Linux 3.1 All hppa All
Debian Debian Linux 3.1 All ia-32 All
Debian Debian Linux 3.1 All ia-64 All
Debian Debian Linux 3.1 All m68k All
Debian Debian Linux 3.1 All mips All
Debian Debian Linux 3.1 All mipsel All
Debian Debian Linux 3.1 All ppc All
Debian Debian Linux 3.1 All s-390 All
Debian Debian Linux 3.1 All sparc All
Debian Debian Linux 4.0 All All All

Debian Debian Linux 4.0 All alpha All
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Operating System Debian Debian Linux 4.0 All s-390 All

Operating System Debian Debian Linux 4.0 All sparc All

Reference Source Link Tags
Debian -- Security Information -- DSA-1281-1 clamav DEBIAN www.debian.org Patch, Vend
34916 OSVDB osvdb.org

Debian update for clamav - Advisories - Secunia SECUNIA secunia.com Patch, Vend
Clam AntiVirus ClamAV PDF Handling Remote Denial Of Service Vulnerability ~BID www.securityfocus.com Patch
Support / Security / Advisories / / MDKSA-2007:098 | Mandriva MANDRIVA  www.mandriva.com

Mandriva update for clamav - Advisories - Secunia SECUNIA secunia.com Vendor Advi
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, a
4

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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