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Certain versions of Back-end Cms from Openconcept contain the
following vulnerability:

** DISPUTED ** Multiple PHP remote file inclusion vulnerabilities in
OpenConcept Back-End CMS 0.4.7 allow remote attackers to execute
arbitrary PHP code via a URL in the includes_path parameter to (1)
click.php or (2) pollcollector.php in htdocs/; or (3) index.php, (4)
articlepages.php, (5) articles.php, (6) articleform.php, (7)

articlesections.php, (8) createArticlesPage.php, (9) guestbook.php, (10) helpguide.php, (11)
helpguideeditor.php, (12) links.php, (13) upload.php, (14) sitestatistics.php, (15) nav.php, (16)
tpl_upload.php, (17) linksections, or (18) pophelp.php in htdocs/site-admin/; different vectors
than CVE-2006-5076. NOTE: this issue is disputed by a third party, who states that
$includes_path is defined before use.
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CVE References

Description Tags Link

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20070414 Back-End CMS Database
Tables v0.4.7 Remote File Include Vulnerabilities

CXSecurity - IDS securityreason.com

text/html

 SREASON 2573

[VIM] false: Back-End CMS Database Tables v0.4.7
Remote File Include Vulnerabilities

attrition.org

text/html

 VIM 20070415 false: Back-End CMS Database
Tables v0.4.7 Remote File Include Vulnerabilities

CVE-2007-2097 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2007-2097/mitre
https://cve.report/CVE-2007-2097/nist
https://cve.report/CVE-2007-2097/cve_org
https://cve.report/CVE-2007-2097.pdf
http://cve.report/software/openconcept/back-end_cms
http://cve.report/vendor/openconcept
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/465734/100/0/threaded
http://securityreason.com/securityalert/2573
http://attrition.org/pipermail/vim/2007-April/001528.html


← Previous ID Next ID→

Remote File Include Vulnerabilities text/html Tables v0.4.7 Remote File Include Vulnerabilities

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 34148

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF backend-multiple-scripts-file-include(33668)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Openconcept Back-end Cms 0.4.7 All All All

Application Openconcept Back-end Cms 0.4.7 All All All

No vendor comments have been submitted for this CVE
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