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Summary

CVE CVE-2007-2138

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-24 20:19:00 UTC

Updated 2018-10-19 18:54:00 UTC

Description Untrusted search path vulnerability in PostgreSQL before 7.3.19, 7.4.x before 7.4.17, 8.0.x before 8.0.13, 8.1.x before 8.1.9, and 8.2.x before 8.2.4 allows remote authenticated users, when permitted to call a SECURITY DEFINER function, to gain the privileges of the function owner, related to "search_path settings."

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Operating System Debian Debian Linux 3.1 All All All

Operating System Debian Debian Linux 4.0 All All All

Application Postgresql Postgresql All All All All

Application Postgresql Postgresql All All All All
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Gentoo Linux Documentation -- PostgreSQL: Privilege escalation GENTOO security.gentoo.org

ASA-2007-190 (RHSA-2007-0336 and RHSA-2007-0337) CONFIRM support.avaya.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Repository / Oval Repository OVAL oval.cisecurity.org

PostgreSQL Lets Remote Authenticated Users Gain Elevated SQL Privileges - SecurityTracker SECTRACK www.securitytracker.com

Support REDHAT www.redhat.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

Ubuntu update for postgresql - Advisories - Secunia SECUNIA secunia.com

#200713: Security Vulnerability in PostgreSQL SECURITY DEFINER Functions May Allow Escalation of Privileges SUNALERT sunsolve.sun.com

rPath update for postgresql and postgresql-server - Advisories - Secunia SECUNIA secunia.com

issues.rpath.com/browse/RPL-1292 CONFIRM issues.rpath.com

Debian -- Security Information -- DSA-1309-1 postgresql-8.1 DEBIAN www.debian.org

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

PostgreSQL SECURITY DEFINER Functions Privilege Escalation - Advisories - Secunia SECUNIA secunia.com

Sun Solaris PostgreSQL SECURITY DEFINER Privilege Escalation - Advisories - Secunia SECUNIA secunia.com

Mandriva update for postgresql - Advisories - Secunia SECUNIA secunia.com

2007-0015 TRUSTIX www.trustix.org

Debian update for postgresql-8.1 - Advisories - Secunia SECUNIA secunia.com

Debian update for libexif - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

Trustix update for postgresql - Advisories - Secunia SECUNIA secunia.com

PostgreSQL: News: Security Update Releases CONFIRM www.postgresql.org

Debian -- Security Information -- DSA-1311-1 postgresql-7.4 DEBIAN www.debian.org

PostgreSQL: Security Information CONFIRM www.postgresql.org

Debian update for postgresql-7.4 - Advisories - Secunia SECUNIA secunia.com

PostgreSQL SECURITY DEFINER Function Local Privilege Escalation Vulnerability BID www.securityfocus.com

Webmail | OVH- OVH VUPEN www.vupen.com

Avaya Products PostgreSQL SECURITY DEFINER Privilege Escalation - Advisories - Secunia SECUNIA secunia.com

Gentoo update for postgresql - Advisories - Secunia SECUNIA secunia.com

USN-454-1: PostgreSQL vulnerability | Ubuntu UBUNTU www.ubuntu.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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