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AVNACHAUNCCICAC Certain versions of Safari from Apple contain the following vulnerability:

Apple QuickTime Java extensions (QTJava.dll), as used in Safari and
other browsers, and when Java is enabled, allows remote attackers to
execute arbitrary code via parameters to the toQTPointer method in
quicktime.util. QTHandleRef, which can be used to modify arbitrary
memory when creating QTPointerRef objects, as demonstrated during
the "PWN 2 OWN" contest at CanSecWest 2007.

CVE-2007-2175 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.6-HIGH
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Matasano Chargen » Hot Off The Matasano SMS D MISC www.matasano.com/log/806/hot-off-the-

Queue: CanSec Macbook Challenge Won matasano-sms-queue-cansec-macbook-
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CanSecWest Applied Security Conference: Vancouver, (® MISC cansecwest.com/post/2007-04-20-

British Columbia, Canada 14:54:00.First_ Mac_Hacked Cancel_Or_Allow

About the security content of QuickTime 7.1.6 {2) CONFIRM docs.info.apple.com/article.html?
artnum=305446
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Security Tracker.com Archives - Apple QuickTime Java Ty SECTRACK 1017950
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apple Safari All All All All
Application Apple Safari All All All All

kKKK Kk kK,

cpe:2.3:a:apple:safari:*:*:* """

No vendor comments have been submitted for this CVE
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