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Summary

CVE CVE-2007-2221

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-08 23:19:00 UTC

Updated 2021-07-23 15:05:00 UTC

Description Unspecified vulnerability in the mdsauth.dll COM object in Microsoft Windows Media Server in the Microsoft Internet Explorer 5.01 SP4 on Windows 2000 SP4; 6 SP1 on Windows 2000 SP4; 6 and 7 on Windows XP SP2, or Windows Server 2003 SP1 or SP2; or 7 on Windows Vista allows remote attackers to overwrite arbitrary files via unspecified vectors, aka the "Arbitrary File Rewrite Vulnerability."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 5.01 sp4 All All

Application Microsoft Ie 6 sp1 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 7.0 All All All

Application Microsoft Ie 5.01 sp4 All All

Application Microsoft Ie 6 sp1 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 7.0 All All All

Application Microsoft Internet Explorer 5.01 sp4 All All

Application Microsoft Internet Explorer 6 sp1 All All

Application Microsoft Internet Explorer 6.0 All All All

Application Microsoft Internet Explorer 7.0 All All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows 2000 All sp4 All All

Operating System Microsoft Windows 2003 Server sp1 All All All

Operating System Microsoft Windows 2003 Server sp2 All All All

Operating System Microsoft Windows 2003 Server sp1 All All All
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Operating System Microsoft Windows 2003 Server sp1 All All All

Operating System Microsoft Windows 2003 Server sp2 All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Vista All All All All

Operating System Microsoft Windows Xp All sp2 All All

Operating System Microsoft Windows Xp All sp2 All All

References

Reference Source

IBM X-Force Exchange XF

VU#500753 - Microsoft Windows Media Services NMSA Session Description Object ActiveX control contains dangerous methods CERT-VN

Microsoft Security Bulletin MS07-027 - Critical | Microsoft Docs MS

Microsoft Windows Media Server MDSAuth.DLL ActiveX Control Remote Code Execution Vulnerability BID

FortiGuard Center - FortiGuard Advisory - An Arbitrary File Rewrite Vulnerability Affecting Microsoft Internet Explorer MISC

SecurityTracker.com Archives - Microsoft Internet Explorer Bugs Let Remote Users Modify Files or Execute Arbitrary Code SECTRACK

SecurityFocus HP

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

34404 OSVDB

Repository / Oval Repository OVAL

Internet Explorer Multiple Vulnerabilities - Advisories - Secunia SECUNIA

US-CERT Technical Cyber Security Alert TA07-128A -- Microsoft Updates for Multiple Vulnerabilities CERT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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