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CVE CVE-2007-2293
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-26 20:19:00 UTC
Updated 2018-10-16 16:43:00 UTC
Description Multiple stack-based buffer overflows in the process_sdp function in chan_sip.c of the SIP channel T.38 SDP parser in Aste
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Asterisk Asterisk 1.41 All All All
Application Asterisk Asterisk 1.4.2 All All All
Application Asterisk Asterisk 1.4_beta All All All
Application Asterisk Asterisk 1.4.1 All All All
Application Asterisk Asterisk 1.4.2 All All All
Application Asterisk Asterisk 1.4_beta All All All

References |
Reference Source
Asterisk T.38 SDP Buffer Overflows and Management Interface Denial of Service - Advisories - Secunia SECUNIA
Asterisk SIP T.38 SDP Parsing Remote Stack Buffer Overflow Vulnerabilities BID

SecurityTracker.com Archives - Asterisk Buffer Overflow in SIP/SDP T.38 Support Lets Remote Users Execute Arbitrary Code SECTRACK

Asterisk Stack Overflows in 'chan_sip.c' Let Remote Users Execute Arbitrary Code - Security Tracker SECTRACK
35368 OosvDB
SecurityFocus BUGTRAQ
IBM X-Force Exchange XF

Webmail | OVH- OVH VUPEN



https://cve.report/
https://cve.report/CVE-2007-2293/mitre
https://cve.report/CVE-2007-2293/nist
https://cve.report/CVE-2007-2293/cve_org
https://cve.report/api/cve/CVE-2007-2293.json
https://cve.report/CVE-2007-2293.pdf
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/asterisk
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/asterisk
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/asterisk
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/asterisk
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/asterisk
http://cve.report/vendor/asterisk
http://cve.report/software/asterisk/asterisk
http://secunia.com/advisories/24977
http://www.securityfocus.com/bid/23648
http://www.securitytracker.com/id?1017951
http://www.securitytracker.com/id?1018337
http://www.osvdb.org/35368
http://www.securityfocus.com/archive/1/472804/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/33895
http://www.vupen.com/english/advisories/2007/1534

Page not found » Open Source Communications Software | Asterisk Official Site CONFIRM

SecurityReason - Two stack buffer overflows in SIP channel's T.38 SDP parsing code SREASON
SecurityFocus BUGTRAQ
CVE Program record CVE.ORG
NVD vulnerability detail NVD

[l | i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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