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Summary

CVE CVE-2007-2333

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-27 16:19:00 UTC

Updated 2011-03-08 02:54:00 UTC

Description Nortel VPN Router (aka Contivity) 1000, 2000, 4000, and 5000 before 5_05.149, 5_05.3xx before 5_05.304, and 6.x before 6_05.140 includes the FIPSecryptedtest1219 and FIPSunecryptedtest1219 default accounts in the LDAP template, which might allow remote attackers to access the private network.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nortel Contivity 1000_vpn_switch All All All

Hardware Nortel Contivity 2000_vpn_switch All All All

Hardware Nortel Contivity 4000_vpn_switch All All All

Hardware Nortel Contivity 1000_vpn_switch All All All

Hardware Nortel Contivity 2000_vpn_switch All All All

Hardware Nortel Contivity 4000_vpn_switch All All All

Hardware Nortel Vpn Router 5000 All All All All

Hardware Nortel Vpn Router 5000 All All All All

Hardware Nortel Vpn Router Portfolio All All All All

Hardware Nortel Vpn Router Portfolio All All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Nortel VPN Router Lets Remote Users Access VPNs and Administrative Functions - SecurityTracker SECTRACK www.securitytracker.com

35055 OSVDB osvdb.org

Nortel VPN Routers Multiple Remote Unauthorized Access Vulnerabilities BID www.securityfocus.com
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Nortel: Technical Support: VPN Router Security Issue - Unauthorized Remote Access CONFIRM www130.nortelnetworks.com

Nortel VPN Router Default User Accounts and Missing Authentication Checks - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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