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Summary

CVE CVE-2007-2348

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-27 18:19:00 UTC

Updated 2023-11-07 02:00:00 UTC

Description mirror --script in lftp before 3.5.9 does not properly quote shell metacharacters, which might allow remote user-assisted attackers to execute shell commands via a malicious script. NOTE: it is not clear whether this issue crosses security boundaries, since the script already supports commands such as "get" which could overwrite executable files.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alexander V. Lukyanov Lftp All All All All

References

Reference Source Link Tags

rPath update for lftp - Advisories - Secunia SECUNIA secunia.com

Red Hat update for lftp - Secunia.com SECUNIA secunia.com

issues.rpath.com/browse/RPL-1229 CONFIRM issues.rpath.com

lftp news CONFIRM lftp.yar.ru

LFTP MirrorJob::HandleFile Arbitrary Command Injection Vulnerability BID www.securityfocus.com

173524 – net-ftp/lftp <3.5.9 user assisted code execution (CVE-2007-2348) CONFIRM bugs.gentoo.org

Webmail - OVH VUPEN www.vupen.com

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

lftp "mirror --script" Code Execution Weakness - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

https://cve.report/
https://cve.report/CVE-2007-2348/mitre
https://cve.report/CVE-2007-2348/nist
https://cve.report/CVE-2007-2348/cve_org
https://cve.report/api/cve/CVE-2007-2348.json
https://cve.report/CVE-2007-2348.pdf
http://cve.report/vendor/alexander_v._lukyanov
http://cve.report/software/alexander_v._lukyanov/lftp
http://secunia.com/advisories/25132
http://secunia.com/advisories/36559
https://issues.rpath.com/browse/RPL-1229
http://lftp.yar.ru/news.html
http://www.securityfocus.com/bid/23736
http://bugs.gentoo.org/show_bug.cgi?id=173524
http://www.vupen.com/english/advisories/2007/1590
http://rhn.redhat.com/errata/RHSA-2009-1278.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10806
http://secunia.com/advisories/25107
https://www.cve.org/CVERecord?id=CVE-2007-2348
https://nvd.nist.gov/vuln/detail/CVE-2007-2348


Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-02 Joshua Bressers This issue does not affect lftp as supplied with Red Hat Enterprise Linux 3. This issue was addressed for Red Hat Enterprise Linux 5 by https://rhn.redhat.com/errata/RHSA-2009-1278.html The Red Hat Security Response Team has rated this issue as having low security impact, a future update to Red Hat Enterprise Linux 4 may address this flaw.

There are currently no legacy QID mappings associated with this CVE.
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