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CVE CVE-2007-2356
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-30 22:19:00 UTC
Updated 2022-02-07 19:21:00 UTC
Description Stack-based buffer overflow in the set_color_table function in sunras.c in the SUNRAS plugin in Gimp 2.2.14 allows user-as

/ |
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gimp Gimp 2.2.14 All All All

Application Gimp Gimp 2.2.14 All All All

Reference Source Link
Gentoo update for gimp - Advisories - Secunia SECUNIA secunia.cc
Gentoo Linux Documentation -- GIMP: Buffer overflow GENTOO security.ge
issues.rpath.com/browse/RPL-1318 CONFIRM issues.rpa
Security Advisory SA25573 - Debian update for gimp - Secunia SECUNIA secunia.cc

GIMP Buffer Overflow in Processing Sun RAS Files Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK www.secu

Ubuntu update for gimp - Advisories - Secunia SECUNIA secunia.cc
Red Hat update for gimp - Advisories - Secunia SECUNIA secunia.cc
Debian -- Security Information -- DSA-1301-1 gimp DEBIAN www.debie
Support REDHAT www.redh:
Support / Security / Advisories / / MDKSA-2007:108 | Mandriva MANDRIVA  www.mant
103170 SUNALERT  sunsolve.s

SecurityFocus BUGTRAQ www.secu
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http://www.securitytracker.com/id?1018092
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http://secunia.com/advisories/25346
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http://sunsolve.sun.com/search/document.do?assetkey=1-26-103170-1
http://www.securityfocus.com/archive/1/467231/100/0/threaded
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USN-467-1: Gimp vulnerability | Ubuntu UBUNTU
SUSE Updates for Multiple Packages - Advisories - Secunia SECUNIA
GIMP RAS File Buffer Overflow Vulnerability BID

Sun Solaris Gimp Multiple Vulnerabilities - Advisories - Secunia SECUNIA
Webmail | OVH- OVH VUPEN
238422 — CVE-2007-2356 Stack overflow in gimp's sunras plugin CONFIRM
rPath update for gimp - Advisories - Secunia SECUNIA
IBM X-Force Exchange XF

SuSE Security announcements: [suse-security-announce] SUSE Security Summary Report SUSE-SR:2007:011 SUSE

Mandriva update for gimp - Secunia.com SECUNIA
Repository / Oval Repository OVAL
Gimp SUNRAS Plugin "set_color_table()" Buffer Overflow - Advisories - Secunia SECUNIA
Repository / Oval Repository OVAL
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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