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Summary

CVE CVE-2007-2361

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-04-30 22:19:00 UTC

Updated 2017-07-29 01:31:00 UTC

Description Symantec Norton Ghost, Norton Save & Recovery, LiveState Recovery, and BackupExec System Recovery before 20070426, when remote backups of restore points images are configured, uses weak permissions (world readable) for a configuration file with network share credentials, which allows local users to obtain the credentials by reading the file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Backupexec System Recovery 6.5 All All All

Application Symantec Backupexec System Recovery 6.52 All All All

Application Symantec Backupexec System Recovery 6.52a All All All

Application Symantec Backupexec System Recovery 6.53 All All All

Application Symantec Backupexec System Recovery 6.5 All All All

Application Symantec Backupexec System Recovery 6.52 All All All

Application Symantec Backupexec System Recovery 6.52a All All All

Application Symantec Backupexec System Recovery 6.53 All All All

Application Symantec Livestate Recovery 6.0 All All All

Application Symantec Livestate Recovery 6.01 All All All

Application Symantec Livestate Recovery 6.02 All All All

Application Symantec Livestate Recovery 6.0 All All All

Application Symantec Livestate Recovery 6.01 All All All

Application Symantec Livestate Recovery 6.02 All All All

Application Symantec Norton Ghost 10.0 All All All

Application Symantec Norton Ghost 10.0 All dell All

Application Symantec Norton Ghost 10.0 All norton_system_works All

https://cve.report/
https://cve.report/CVE-2007-2361/mitre
https://cve.report/CVE-2007-2361/nist
https://cve.report/CVE-2007-2361/cve_org
https://cve.report/CVE-2007-2361.pdf
http://cve.report/vendor/symantec
http://cve.report/software/symantec/backupexec_system_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/backupexec_system_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/backupexec_system_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/backupexec_system_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/backupexec_system_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/backupexec_system_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/backupexec_system_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/backupexec_system_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/livestate_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/livestate_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/livestate_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/livestate_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/livestate_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/livestate_recovery
http://cve.report/vendor/symantec
http://cve.report/software/symantec/norton_ghost
http://cve.report/vendor/symantec
http://cve.report/software/symantec/norton_ghost
http://cve.report/vendor/symantec
http://cve.report/software/symantec/norton_ghost


Application Symantec Norton Ghost 10.0 All norton_system_works All

Application Symantec Norton Ghost 10.01 All All All

Application Symantec Norton Ghost 10.0 All All All

Application Symantec Norton Ghost 10.0 All dell All

Application Symantec Norton Ghost 10.0 All norton_system_works All

Application Symantec Norton Ghost 10.01 All All All

Application Symantec Norton Save And Recovery 1.01 All sony_euro All

Application Symantec Norton Save And Recovery 1.01b All norton_system_works_2007 All

Application Symantec Norton Save And Recovery 11.0 All All All

Application Symantec Norton Save And Recovery 11.01 All All All

Application Symantec Norton Save And Recovery 11.01b All All All

Application Symantec Norton Save And Recovery 1.01 All sony_euro All

Application Symantec Norton Save And Recovery 1.01b All norton_system_works_2007 All

Application Symantec Norton Save And Recovery 11.0 All All All

Application Symantec Norton Save And Recovery 11.01 All All All

Application Symantec Norton Save And Recovery 11.01b All All All

References

Reference

SecurityTracker.com Archives - Symantec BackupExec System Recovery Discloses Passwords to Local Users and Lets Local Users Execute Arbitrary Code

IBM X-Force Exchange

20070426 Symantec Norton Ghost 10 Recovery Points Insecure Password Storage Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Multiple Norton Ghost, Norton Save & Recovery, Symantec LiveState Recovery, and Symantec BackupExec System Recovery Vulnerabilities

Symantec Products Information Disclosure and Buffer Overflow - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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