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Summary

CVE CVE-2007-2387

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-04 17:30:00 UTC

Updated 2017-07-29 01:31:00 UTC

Description Apple Xserve Lights-Out Management before Firmware Update 1.0 on Intel hardware does not require a password for remote access to IPMI, which allows remote attackers to gain administrative access via unspecified requests with ipmitool.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Xserve Lights-out Management firmware_0 All All All

Application Apple Xserve Lights-out Management firmware_0 All All All

References

Reference Source

IBM X-Force Exchange XF

Apple Xserve Lights-Out Management Firmware IPMI Vulnerability - Advisories - Secunia SECUNIA

About the security content of Xserve Lights-Out Management Firmware Update 1.0 CONFIRM

SecurityTracker.com Archives - Apple Xserve Lights-Out Management Firmware IPMI Grants Administrative Access to Remote Users SECTRACK

Page Not Found - Apple CONFIRM

36128 OSVDB

Apple Xserve Lights-Out Management Firmware IPMI Remote Privilege Escalation Vulnerability BID

APPLE-SA-2007-05-31 Xserve Lights-Out Management Firmware Update 1.0 APPLE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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https://cve.report/CVE-2007-2387/nist
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https://exchange.xforce.ibmcloud.com/vulnerabilities/34651
http://secunia.com/advisories/25499
http://docs.info.apple.com/article.html?artnum=305571
http://www.securitytracker.com/id?1018181
http://www.apple.com/support/downloads/xservelightsoutmanagementfirmwareupdate10.html
http://osvdb.org/36128
http://www.securityfocus.com/bid/24257
http://lists.apple.com/archives/security-announce/2007/May/msg00006.html
http://www.vupen.com/english/advisories/2007/2014
https://www.cve.org/CVERecord?id=CVE-2007-2387
https://nvd.nist.gov/vuln/detail/CVE-2007-2387


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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