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Summary

CVE CVE-2007-2398

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-21 10:30:00 UTC

Updated 2018-10-16 16:43:00 UTC

Description Apple Safari 3.0.1 beta (522.12.12) on Windows allows remote attackers to modify the window title and address bar while filling the main window with arbitrary content by setting the location bar and using setTimeout() to create an event that modifies the window content, which could facilitate phishing attacks.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apple Safari 3.0.1 All windows All

Application Apple Safari 3.0.1 All windows All

Operating System Microsoft Windows 2003 Server sp2 All All All

Operating System Microsoft Windows 2003 Server sp2 All All All

References

Reference Source

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

APPLE-SA-2007-06-22 Safari 3 Beta Update 3.0.2 APPLE

SecurityFocus BUGTRAQ

SecurityTracker.com Archives - Apple Safari Bugs Let Remote Users Modify the Address Bar and Conduct Cross-Domain Scripting Attacks SECTRACK

About the security content of Safari 3.1.1 CONFIRM

38862 OSVDB

20070614 Re: Apple Safari: urlbar/window title spoofing FULLDISC

Apple Safari for Windows Content and URLBar Spoofing Vulnerability BID

IBM X-Force Exchange XF

SecurityFocus BUGTRAQ
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http://support.apple.com/kb/HT1467
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http://www.securityfocus.com/bid/24484
https://exchange.xforce.ibmcloud.com/vulnerabilities/35050
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APPLE-SA-2008-04-16 Safari 3.1.1 APPLE

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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