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Summary

CVE CVE-2007-2418

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-02 22:19:00 UTC

Updated 2018-10-16 16:43:00 UTC

Description Heap-based buffer overflow in the Rendezvous / Extensible Messaging and Presence Protocol (XMPP) component (plugins\rendezvous.dll) for Cerulean Studios Trillian Pro before 3.1.5.1 allows remote attackers to execute arbitrary code via a message that triggers the overflow from expansion that occurs during encoding.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cerulean Studios Trillian Pro All All All All

Application Cerulean Studios Trillian Pro All All All All

References

Reference Source Link

Cerulean Studios’ Blog » Blog Archive » Further information on recent vulnerabilities. CONFIRM blog.ceruleanstudios.com

35720 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

TippingPoint | DVLabs | MISC dvlabs.tippingpoint.com

Cerulean Studios Trillian Pro Rendezvous XMPP HTML Decoding Heap Buffer Overflow Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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