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CVE CVE-2007-2438
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-02 21:19:00 UTC
Updated 2018-10-16 16:43:00 UTC
Description The sandbox for vim allows dangerous functions such as (1) writefile, (2) feedkeys, and (3) system, which might allow user-
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Foresight Linux Foresight Linux 1.1 All All All

Operating System Foresight Linux Foresight Linux 1.1 All All All

Application Vim Development Group Vim 7.0 All All All

Application Vim Development Group Vim 7.0 All All All
References

Reference Source Link

news : vim online CONFIRM www.vim.org

[vimannounce] 20070512 Stable Vim version 7.1 has been released MLIST tech.groups.yahoo

tech.groups.yahoo.com/group/vimdev/message/46645 CONFIRM tech.groups.yahoo

SecurityFocus BUGTRAQ  www.securityfocus

Advisories - Mandriva Linux MANDRIVA  www.mandriva.con

Debian update for vim - Advisories - Secunia SECUNIA secunia.com

[VIM] OMG VIM VULN VIM attrition.org

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

2007-0017 TRUSTIX www.trustix.org
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http://secunia.com/advisories/26653
http://attrition.org/pipermail/vim/2007-May/001614.html
http://secunia.com/advisories/25432
http://www.vupen.com/english/advisories/2007/1599
http://www.trustix.org/errata/2007/0017/

Repository / Oval Repository

Ubuntu update for vim - Advisories - Secunia

rhn.redhat.com | Red Hat Support

'Re: feedkeys() allowed in sandbox' - MARC

IBM X-Force Exchange

Debian -- Security Information -- DSA-1364-2 vim

Mandriva update for vim - Advisories - Secunia

Vim Modelines "feedkeys()" Shell Command Execution - Advisories - Secunia
tech.groups.yahoo.com/group/vimdev/message/46627

Vim Feedkeys and Writefile Functions Remote Code Execution Vulnerabilities
Red Hat update for vim - Advisories - Secunia

Security Announcement

'feedkeys() allowed in sandbox' - MARC

238259 — CVE-2007-2438 vim-7 modeline security issue
SecurityTracker.com Archives - Vim Sandbox Functions Let Remote Users Execute Arbitrary Commands
Trustix Updates for Multiple Packages - Advisories - Secunia

[VIM] vim editor duplicates / clarifications
tech.groups.yahoo.com/group/vimdev/message/46658

36250

USN-463-1: vim vulnerability | Ubuntu

CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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