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CVE CVE-2007-2443
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-26 22:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Integer signedness error in the gssrpc__svcauth_unix function in svc_auth_unix.c in the RPC library in MIT Kerberos 5 (krb

/ |

Risk And Classification

Primary CVSS: v2.0 8.3 from nvd@nist.gov
AV:A/AC:L/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All


https://cve.report/
https://cve.report/CVE-2007-2443/mitre
https://cve.report/CVE-2007-2443/nist
https://cve.report/CVE-2007-2443/cve_org
https://cve.report/api/cve/CVE-2007-2443.json
https://cve.report/CVE-2007-2443.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux

Operating System Canonical Ubuntu Linux 6.10
Operating System Canonical Ubuntu Linux 7.04
Operating System Debian Debian Linux 3.1
Operating System Debian Debian Linux 4.0
Application Mit Kerberos 5 All

All

All

All

All

All

All All
All All
All All
All All
All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

patches.sgi.com/support/free/security/advisories/20070602-01-P.asc
www.trustix.org/errata/2007/0021

Advisories | Mandriva

Webmail - OVH

Debian -- Security Information -- DSA-13283-1 krb5

SecurityFocus

SUSE update for krb5 - Advisories - Secunia

APPLE-SA-2007-07-31 Security Update 2007-007

rhn.redhat.com | Red Hat Support

VMware ESX Server Multiple Security Updates - Advisories - Secunia
[Full-Disclosure] Mailing List Charter

Mandriva update for krb5 - Secunia Advisories - Vulnerability Intelligence - Secunia.com
rPath update for krb5 - Secunia Advisories - Vulnerability Intelligence - Secunia.com
US-CERT Vulnerability Note VU#365313

issues.rpath.com/browse/RPL-1499

USN-477-1: krb5 vulnerabilities | Ubuntu

Debian update for krb5 - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Webmail - OVH

Gentoo update for mit-krb5 - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

Apple Mac OS X 2007-007 Multiple Security Vulnerabilities

Novell Kerberos KDC Multiple Vulnerabilities - Advisories - Secunia

HP-UX update for Kerberos - Advisories - Community

IBM X-Force Exchange
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http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/mit
http://cve.report/software/mit/kerberos_5
http://cve.report/vendor/na
http://cve.report/software/na/n/a
ftp://patches.sgi.com/support/free/security/advisories/20070602-01-P.asc
http://www.trustix.org/errata/2007/0021/
http://www.mandriva.com/security/advisories?name=MDKSA-2007:137
http://www.vupen.com/english/advisories/2010/1574
http://www.debian.org/security/2007/dsa-1323
http://www.securityfocus.com/archive/1/472507/30/5970/threaded
http://secunia.com/advisories/25911
http://lists.apple.com/archives/security-announce//2007/Jul/msg00004.html
http://www.redhat.com/support/errata/RHSA-2007-0562.html
http://secunia.com/advisories/26909
http://lists.grok.org.uk/pipermail/full-disclosure/2007-September/065902.html
http://secunia.com/advisories/25814
http://secunia.com/advisories/25870
http://www.kb.cert.org/vuls/id/365313
https://issues.rpath.com/browse/RPL-1499
http://www.ubuntu.com/usn/usn-477-1
http://secunia.com/advisories/25890
http://www.vupen.com/english/advisories/2007/2337
http://secunia.com/advisories/26228
http://secunia.com/advisories/26235
http://www.securityfocus.com/bid/25159
http://secunia.com/advisories/26033
http://secunia.com/advisories/40346
https://exchange.xforce.ibmcloud.com/vulnerabilities/35085

HEeu rdlL upadle 101 Krod - Securlid AUVISOIes - vulrerdolilily Irneigernce - securid.coirn
Security Announcement

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

MIT Kerberos 5 KAdminD Server RPC Type Conversion Stack Buffer Overflow Vulnerability
Security Vulnerability: kadmind affected by multiple RPC library vulnerabilities

Ubuntu update for krb5 - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Gentoo update for vmware - Advisories - Secunia
web.mit.edu/kerberos/www/advisories/MITKRB5-SA-2007-004.txt

About Security Update 2007-007

US-CERT Technical Cyber Security Alert TA07-177A -- MIT Kerberos Vulnerabilities
SecurityFocus

osvdb.org/36597

rhn.redhat.com | Red Hat Support

Kerberos kadmind RPC Library Bugs May Let Remote Users Execute Arbitrary Code - Security Tracker
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp
web.mit.edu/kerberos/advisories/MITKRB5-SA-2007-004..txt

Gentoo Linux Documentation -- MIT Kerberos 5: Arbitrary remote code execution
Repository / Oval Repository

Repository / Oval Repository

Webmail - OVH

Webmail - OVH

SecurityFocus

Kerberos Multiple Vulnerabilities - Advisories - Secunia

Trustix update for kerberos5 - Advisories - Secunia

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This


http://secunia.com/advisories/25821
http://www.novell.com/linux/security/advisories/2007_38_krb5.html
http://secunia.com/advisories/25894
http://www.securityfocus.com/bid/24657
https://secure-support.novell.com/KanisaPlatform/Publishing/773/3248163_f.SAL_Public.html
http://secunia.com/advisories/25801
http://secunia.com/advisories/27706
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http://security.gentoo.org/glsa/glsa-200707-11.xml
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A7131
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11277
http://www.vupen.com/english/advisories/2007/2732
http://www.vupen.com/english/advisories/2007/2491
http://www.securityfocus.com/archive/1/472432/100/0/threaded
http://secunia.com/advisories/25800
http://secunia.com/advisories/25888
https://www.cve.org/CVERecord?id=CVE-2007-2443
https://nvd.nist.gov/vuln/detail/CVE-2007-2443
https://cve.report/

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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