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CVE CVE-2007-2444
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-14 21:19:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Logic error in the SID/Name translation functionality in smbd in Samba 3.0.23d through 3.0.25pre2 allows local users to gai

/ |

Risk And Classification

Primary CVSS: v2.0 7.2 from nvd@nist.gov
AV:L/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: CWE-269 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All


https://cve.report/
https://cve.report/CVE-2007-2444/mitre
https://cve.report/CVE-2007-2444/nist
https://cve.report/CVE-2007-2444/cve_org
https://cve.report/api/cve/CVE-2007-2444.json
https://cve.report/CVE-2007-2444.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux

Operating System Canonical Ubuntu Linux 6.10 All All All
Operating System Canonical Ubuntu Linux 7.04 All All All
Operating System Debian Debian Linux 4.0 All All All
Operating System Debian Debian Linux 5.0 All All All
Application Samba Samba 3.0.23d All All All
Application Samba Samba 3.0.24 All All All
Application Samba Samba 3.0.25 pre2 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

SUSE update for samba - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityReason - Samba 3.0.23d - 3.0.25pre2: Local SID/Name Translation Failure Can Result in User Privilege Elevation
USN-460-1: Samba vulnerabilities | Ubuntu

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: samba security problems (SUSE-SA:2007:031)
rPath update for samba and samba-swat - Advisories - Secunia

USN-460-2: Samba regression | Ubuntu

osvdb.org/34698

Debian -- Security Information -- DSA-1291-1 samba

Debian update for samba - Advisories - Secunia

issues.rpath.com/browse/RPL-1366

Slackware update for samba - Advisories - Secunia

OpenPKG Corporation: Security: Security Advisories

HP Internet Express for Tru64 UNIX Samba Vulnerabilities - Advisories - Secunia
Samba Multiple Vulnerabilities - Advisories - Secunia

Gentoo update for samba - Advisories - Secunia

Samba - Security Announcement Archive

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Mandriva update for samba - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories
sunsolve.sun.com/search/document.do

Gentoo Linux Documentation -- Samba: Multiple vulnerabilities

Samba SID/Name Translation Bug Lets Local Users Gain Root Privileges - SecurityTracker
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http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/samba
http://cve.report/software/samba/samba
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/25289
http://securityreason.com/securityalert/2701
http://www.ubuntu.com/usn/usn-460-1
http://lists.suse.com/archive/suse-security-announce/2007-May/0006.html
http://secunia.com/advisories/25241
http://www.ubuntu.com/usn/usn-460-2
http://osvdb.org/34698
http://www.debian.org/security/2007/dsa-1291
http://secunia.com/advisories/25270
https://issues.rpath.com/browse/RPL-1366
http://secunia.com/advisories/25246
http://www.openpkg.com/security/advisories/OpenPKG-SA-2007.012.html
http://secunia.com/advisories/25772
http://secunia.com/advisories/25232
http://secunia.com/advisories/25259
http://www.samba.org/samba/security/CVE-2007-2444.html
http://www.vupen.com/english/advisories/2007/1805
http://secunia.com/advisories/25256
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.475906
http://sunsolve.sun.com/search/document.do?assetkey=1-66-200588-1
http://security.gentoo.org/glsa/glsa-200705-15.xml
http://www.securitytracker.com/id?1018049

WWW.LIUSuX.orgs/errdia/£uus//uu i /

Samba SID Names Local Privilege Escalation Vulnerability
SecurityFocus

HP Support document - HP Support Center

Advisories - Mandriva Linux

Sun Solaris Multiple Samba Vulnerabilities - Advisories - Secunia
Webmail - OVH

Webmail - OVH

#200588: Multiple Security Vulnerabilities in samba(7) May Allow Remote Code Execution, Elevation of Privileges, Remote Shell Command E
Ubuntu update for samba - Advisories - Secunia

SecurityFocus

Trustix Updates for Multiple Packages - Advisories - Secunia
CVE Program record

NVD vulnerability detail

/ |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-05-15 Mark J Cox  Not vulnerable. These issues did not affect the versions of Samba as shipped with Red Hat Ente
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://www.trustix.org/errata/2007/0017/
http://www.securityfocus.com/bid/23974
http://www.securityfocus.com/archive/1/468548/100/0/threaded
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c01078980
http://www.mandriva.com/security/advisories?name=MDKSA-2007:104
http://secunia.com/advisories/25675
http://www.vupen.com/english/advisories/2007/2210
http://www.vupen.com/english/advisories/2007/2281
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102964-1
http://secunia.com/advisories/25251
http://www.securityfocus.com/archive/1/468670/100/0/threaded
http://secunia.com/advisories/25255
https://www.cve.org/CVERecord?id=CVE-2007-2444
https://nvd.nist.gov/vuln/detail/CVE-2007-2444
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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