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CVE CVE-2007-2445
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-16 22:30:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description The png_handle_tRNS function in pngrutil.c in libpng before 1.0.25 and 1.2.x before 1.2.17 allows remote attackers to caus

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All


https://cve.report/
https://cve.report/CVE-2007-2445/mitre
https://cve.report/CVE-2007-2445/nist
https://cve.report/CVE-2007-2445/cve_org
https://cve.report/api/cve/CVE-2007-2445.json
https://cve.report/CVE-2007-2445.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel

Application Png Reference Library Libpng All All All

Application Png Reference Library Libpng All All All

All

All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a

Not specified

References

Reference

SecurityFocus

rhn.redhat.com | Red Hat Support

osvdb.org/36196

ASA-2007-254 (RHSA-2007-0356)

Slackware update for libpng - Advisories - Secunia

Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Debian -- Security Information -- DSA-1750-1 libpng

Core Security Technologies

About Security Update 2008-002

SecurityTracker.com Archives - libpng PNG tRNS Chunk Processing Error Lets Remote Users Deny Service
SUSE Update for Multiple Packages - Advisories - Secunia

Debian update for libgd2 - Advisories - Secunia

IBM X-Force Exchange

The Slackware Linux Project: Slackware Security Advisories

Retired: Libpng Library Grayscale Image CRC Check Remote Denial of Service Vulnerability
Linux Terminal Server Project: Multiple vulnerabilities — Gentoo Linux Documentation
Mandriva update for libpng - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Libpng Library Remote Denial of Service Vulnerability

Avaya Products libpng tRNS/sPLT Chunk Denial of Service - Advisories - Secunia
Repository / Oval Repository

Irrlicht Engine - A free open source 3D engine

Sun Solaris libpng tRNS Chunk Denial of Service - Advisories - Secunia
www.trustix.org/errata/2007/0019

APPLE-SA-2008-03-18 Security Update 2008-002

USN-472-1: libpng vulnerability | Ubuntu

Security Announcement
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http://cve.report/vendor/png_reference_library
http://cve.report/software/png_reference_library/libpng
http://cve.report/vendor/png_reference_library
http://cve.report/software/png_reference_library/libpng
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/archive/1/489135/100/0/threaded
http://www.redhat.com/support/errata/RHSA-2007-0356.html
http://osvdb.org/36196
http://support.avaya.com/elmodocs2/security/ASA-2007-254.htm
http://secunia.com/advisories/25273
http://secunia.com/advisories/29420
http://www.debian.org/security/2009/dsa-1750
http://www.coresecurity.com/?action=item&id=2148
http://docs.info.apple.com/article.html?artnum=307562
http://www.securitytracker.com/id?1018078
http://secunia.com/advisories/25787
http://secunia.com/advisories/31168
https://exchange.xforce.ibmcloud.com/vulnerabilities/34340
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.492650
http://www.securityfocus.com/bid/24023
http://www.gentoo.org/security/en/glsa/glsa-200805-07.xml
http://secunia.com/advisories/25554
http://www.vupen.com/english/advisories/2007/1838
http://www.securityfocus.com/bid/24000
http://secunia.com/advisories/25742
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10094
http://irrlicht.sourceforge.net/changes.txt
http://secunia.com/advisories/25867
http://www.trustix.org/errata/2007/0019/
http://lists.apple.com/archives/security-announce/2008/Mar/msg00001.html
http://www.ubuntu.com/usn/usn-472-1
http://www.novell.com/linux/security/advisories/2007_13_sr.html

ITTHCIL NOPNY LIRINDS UIIUTK perldl 01 Service - AQVISOries - oSecurlid
404 Content not found errors - SunSolve - wikis.sun.com

Trustix Updates for Multiple Packages - Advisories - Secunia

Debian update for libpng - Secunia Advisories - Vulnerability Information - Secunia.com
Gentoo update for libpng - Advisories - Secunia

Android Developers Blog: Android SDK update: m5-rc15 released
The UK Mirror Service - SourceForge content has moved

OpenPKG Corporation: Security: Security Advisories

LIBPNG: PNG reference library download | SourceForge.net
sunsolve.sun.com/search/document.do

Red Hat update for libpng - Advisories - Secunia

LIBPNG: PNG reference library download | SourceForge.net
issues.rpath.com/browse/RPL-1381

Ubuntu update for libpng - Advisories - Secunia

libpng tRNS Chunk Denial of Service - Advisories - Secunia
US-CERT Vulnerability Note VU#684664

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Gentoo Linux Documentation -- libpng: Denial of Service

Gentoo Itsp Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
SecurityFocus

rPath update for libpng - Advisories - Secunia

Support / Security / Advisories / / MDKSA-2007:116 | Mandriva
Debian -- Security Information -- DSA-1613-1 libgd2

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web


http://secunia.com/advisories/27056
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102987-1
http://secunia.com/advisories/25353
http://secunia.com/advisories/34388
http://secunia.com/advisories/25461
http://android-developers.blogspot.com/2008/03/android-sdk-update-m5-rc15-released.html
http://www.mirrorservice.org/sites/download.sourceforge.net/pub/sourceforge/l/li/libpng/libpng-1.2.17-ADVISORY.txt
http://openpkg.com/go/OpenPKG-SA-2007.013
http://sourceforge.net/project/shownotes.php?release_id=508653&group_id=5624
http://sunsolve.sun.com/search/document.do?assetkey=1-66-200871-1
http://secunia.com/advisories/25329
http://sourceforge.net/project/shownotes.php?release_id=508656&group_id=5624
https://issues.rpath.com/browse/RPL-1381
http://secunia.com/advisories/25571
http://secunia.com/advisories/25292
http://www.kb.cert.org/vuls/id/684664
http://www.vupen.com/english/advisories/2007/2385
http://www.gentoo.org/security/en/glsa/glsa-200705-24.xml
http://secunia.com/advisories/30161
http://www.securityfocus.com/archive/1/468910/100/0/threaded
http://secunia.com/advisories/25268
http://www.mandriva.com/security/advisories?name=MDKSA-2007:116
http://www.debian.org/security/2008/dsa-1613
http://www.vupen.com/english/advisories/2008/0924/references
https://www.cve.org/CVERecord?id=CVE-2007-2445
https://nvd.nist.gov/vuln/detail/CVE-2007-2445
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre

site. This site includes MITRE data granted under the following license.
Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2007-2445
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


