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CVE CVE-2007-2509
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-09 00:19:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description CRLF injection vulnerability in the ftp_putcmd function in PHP before 4.4.7, and 5.x before 5.2.2 allows remote attackers to

/ |

Risk And Classification

Primary CVSS: v2.0 2.6 from nvd@nist.gov

AV:N/AC:H/Au:N/C:N/I:P/A:N

Problem Types: CWE-20 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
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AV:N/AC:H/Au:N/C:N/I:P/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 4.0.0 All All All


https://cve.report/
https://cve.report/CVE-2007-2509/mitre
https://cve.report/CVE-2007-2509/nist
https://cve.report/CVE-2007-2509/cve_org
https://cve.report/api/cve/CVE-2007-2509.json
https://cve.report/CVE-2007-2509.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
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Application Php Php 4.4.3 All All All
Application Php Php 4.4.4 All All All
Application Php Php 445 All All All
Application Php Php 446 All All All
Application Php Php 5.0 rcl All All
Application Php Php 5.0 rc2 All All
Application Php Php 5.0 rc3 All All
Application Php Php 5.0.0 All All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.0.4 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 5.1.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 5.1.4 All All All
Application Php Php 5.1.5 All All All
Application Php Php 5.1.6 All All All
Application Php Php 5.2.0 All All All
Application Php Php 5.21 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da26611(
SecurityFocus af854a3a-2127-422b-91ae-364da26611(

PHP CRLF Injection Bug Lets Remote Users Execute Arbitrary FTP Commands - SecurityTracker — af854a3a-2127-422b-91ae-364da26611(

rhn.redhat.com | Red Hat Support af854a3a-2127-422b-91ae-364da26611(
PHP: PHP 4.4.7 Release Announcement af854a3a-2127-422b-91ae-364da26611(
Gentoo Linux Documentation -- PHP: Multiple vulnerabilities af854a3a-2127-422b-91ae-364da26611(

Ubuntu update for php - Advisories - Secunia af854a3a-2127-422b-91ae-364da26611(
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http://www.securityfocus.com/archive/1/463596/100/0/threaded
http://www.securitytracker.com/id?1018022
http://www.redhat.com/support/errata/RHSA-2007-0355.html
http://us2.php.net/releases/4_4_7.php
http://security.gentoo.org/glsa/glsa-200705-19.xml
http://secunia.com/advisories/25372

ASA-2007-231 (RHSA-2007-0349)

rhn.redhat.com | Red Hat Support

[security-announce] SUSE Security Announcement: php4,php5 (SUSE-SA:2007:

Advisories - Mandriva Linux
Soccer Futsal DVDs | HowtoPlaySoccer.com
rhn.redhat.com | Red Hat Support

rhn.redhat.com | Red Hat Support

PHP Prior to 5.2.2/4.4.7 Multiple Remote Buffer Overflow Vulnerabilities

PHP: PHP 5.2.2 Release Announcement

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Security Advisory SA25365 - Debian update for php4 - Secunia
Gentoo update for php - Advisories - Secunia

Advisories - Mandriva Linux

Red Hat update for php - Advisories - Secunia
www.trustix.org/errata/2007/0017

IBM X-Force Exchange

SecurityReason - CRLF injection in PHP ftp function

Red Hat update for php - Advisories - Secunia

SUSE update for php4 and php5 - Advisories - Secunia

Debian update for php5 - Advisories - Secunia

Debian -- Security Information -- DSA-1296-1 php4

Red Hat update for php - Advisories - Secunia

Repository / Oval Repository

PHP FTP_Putcmd Function HTTP Response Splitting Vulnerability
Avaya Products PHP Multiple Vulnerabilities - Advisories - Secunia
USN-462-1: PHP vulnerabilities | Ubuntu

Mandriva update for php - Advisories - Secunia

Trustix Updates for Multiple Packages - Advisories - Secunia

CVE Program record

NVD vulnerability detail

1]

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

af854a3a-2127-422b-91ae-364da26611(

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.redhat.com/support/errata/RHSA-2007-0888.html
http://lists.opensuse.org/opensuse-security-announce/2007-07/msg00006.html
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