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CVE CVE-2007-2510
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-09 00:19:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Buffer overflow in the make_http_soap_request function in PHP before 5.2.2 has unknown impact and remote attack vector

/ |

Risk And Classification

Primary CVSS: v2.0 5.1 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:P/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 4.0.0 All All All


https://cve.report/
https://cve.report/CVE-2007-2510/mitre
https://cve.report/CVE-2007-2510/nist
https://cve.report/CVE-2007-2510/cve_org
https://cve.report/api/cve/CVE-2007-2510.json
https://cve.report/CVE-2007-2510.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
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Application Php Php 4.4.3 All All All
Application Php Php 4.4.4 All All All
Application Php Php 445 All All All
Application Php Php 446 All All All
Application Php Php 5.0 rcl All All
Application Php Php 5.0 rc2 All All
Application Php Php 5.0 rc3 All All
Application Php Php 5.0.0 All All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.0.4 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 5.1.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 5.1.4 All All All
Application Php Php 5.1.5 All All All
Application Php Php 5.1.6 All All All
Application Php Php 5.2.0 All All All
Application Php Php 5.21 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
osvdb.org/34675 af854a3
rhn.redhat.com | Red Hat Support af854a3
Gentoo Linux Documentation -- PHP: Multiple vulnerabilities af854a3
Ubuntu update for php - Advisories - Secunia af854a3
[security-announce] SUSE Security Announcement: php4,php5 (SUSE-SA:2007: af854a3
PHP Soap Engine Make_HTTP_Soap_Request Weak Nonce HTTP Authentication Weakness af854a3
Advisories - Mandriva Linux af854a3
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://osvdb.org/34675
http://www.redhat.com/support/errata/RHSA-2007-0355.html
http://security.gentoo.org/glsa/glsa-200705-19.xml
http://secunia.com/advisories/25372
http://lists.opensuse.org/opensuse-security-announce/2007-07/msg00006.html
http://www.securityfocus.com/bid/24034
http://www.mandriva.com/security/advisories?name=MDKSA-2007:102

Soccer Futsal DVDs | HowtoPlaySoccer.com af854a3

Repository / Oval Repository af854a3
rhn.redhat.com | Red Hat Support af854a3
PHP Prior to 5.2.2/4.4.7 Multiple Remote Buffer Overflow Vulnerabilities af854a3
PHP: PHP 5.2.2 Release Announcement af854a3

SecurityTracker.com Archives - PHP Buffer Overflow in make_http_soap_request() May Let Remote Users Execute Arbitrary Code af854a3

viewcvs.php.net/viewvc.cgi/php-src/ext/soap/php_http.c af854a3
Gentoo update for php - Advisories - Secunia af854a3
www.trustix.org/errata/2007/0017 af854a3
SUSE update for php4 and php5 - Advisories - Secunia af854a3
Debian update for php5 - Advisories - Secunia af854a3
Red Hat update for php - Advisories - Secunia af854a3
USN-462-1: PHP vulnerabilities | Ubuntu af854a3
Mandriva update for php - Advisories - Secunia af854a3
Trustix Updates for Multiple Packages - Advisories - Secunia af854a3
CVE Program record CVE.OF
NVD vulnerability detail NVD

1]

- BARBAR |,

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-02-13 Mark J Cox  This issue did not affect the versions of PHP as shipped with Red Hat Enterprise Linux 2.1, 3, 4,

-l

4] |

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://www.debian.org/security/2007/dsa-1295
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10715
https://rhn.redhat.com/errata/RHSA-2007-0348.html
http://www.securityfocus.com/bid/23813
http://us2.php.net/releases/5_2_2.php
http://www.securitytracker.com/id?1018023
http://viewcvs.php.net/viewvc.cgi/php-src/ext/soap/php_http.c?r1=1.77.2.11.2.5&r2=1.77.2.11.2.6
http://secunia.com/advisories/25445
http://www.trustix.org/errata/2007/0017/
http://secunia.com/advisories/26048
http://secunia.com/advisories/25318
http://secunia.com/advisories/25187
http://www.ubuntu.com/usn/usn-462-1
http://secunia.com/advisories/25191
http://secunia.com/advisories/25255
https://www.cve.org/CVERecord?id=CVE-2007-2510
https://nvd.nist.gov/vuln/detail/CVE-2007-2510
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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