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Summary

CVE CVE-2007-2523

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-11 04:20:00 UTC

Updated 2021-04-09 17:04:00 UTC

Description CA Anti-Virus for the Enterprise r8 and Threat Manager r8 before 20070510 use weak permissions (NULL security descriptor) for the Task Service shared file mapping, which allows local users to modify this mapping and gain privileges by triggering a stack-based buffer overflow in InoCore.dll before 8.0.448.0.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Integrated Threat Management 8.0 All All All

Application Ca Anti-virus For The Enterprise 8 All enterprise All

Application Ca Anti-virus For The Enterprise 8 All enterprise All

Application Ca Integrated Threat Management 8.0 All All All

Application Ca Integrated Threat Management 8.0 All All All

References

Reference Source Link

CA Multiple Products Console Server and InoCore.dll Remote Code Execution Vulnerabilities BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CA Products Buffer Overflow and Privilege Escalation Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

supportconnectw.ca.com/public/antivirus/infodocs/caav-secnotice050807.asp CONFIRM supportconnectw.ca.com

CA Anti-Virus for the Enterprise Buffer Overflows Let Remote and Local Users Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

SecurityFocus BUGTRAQ www.securityfocus.com

20070509 Computer Associates eTrust InoTask.exe Antivirus Buffer Overflow Vulnerability IDEFENSE labs.idefense.com

US-CERT Vulnerability Notes CERT-VN www.kb.cert.org

[Full-Disclosure] Mailing List Charter FULLDISC lists.grok.org.uk
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48Bits Blog » Blog Archive » Computer Associates eTrust InoTask.exe Antivirus Buffer Overflow Vulnerability MISC blog.48bits.com

34586 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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