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CVE CVE-2007-2525
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-05-08 23:19:00 UTC
Updated 2017-10-11 01:32:00 UTC
Description Memory leak in the PPP over Ethernet (PPPoE) socket implementation in the Linux kernel before 2.6.21-qit8 allows local u

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Operating System Linux Linux Kernel

Version Update Edition Language

All git7 All All

References

Reference

rhn.redhat.com | Red Hat Support

Advisories | Mandriva

Security Announcement

Security Announcement

SUSE update for kernel - Advisories - Secunia

USN-510-1: Linux kernel vulnerabilities | Ubuntu

Linux Kernel PPPoE Socket Local Denial of Service Vulnerability
SUSE update for kernel - Advisories - Secunia

Support / Security / Advisories / / MDKSA-2007:216 | Mandriva
404: File not found

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Debian -- Security Information -- DSA-1504-1 kernel-source-2.6.8

Repository / Oval Repository

Source

REDHAT

MANDRIVA

SUSE

SUSE

SECUNIA

UBUNTU

BID

SECUNIA

MANDRIVA

CONFIRM

VUPEN

DEBIAN

OVAL

Link
rhn.redhat.c
www.mandr
www.novell.
www.novell.
secunia.corn
www.ubuntu
www.securit
secunia.cor
www.mandr
kernel.org
www.vupen.
www.debian

oval.cisecur
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https://cve.report/api/cve/CVE-2007-2525.json
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http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://rhn.redhat.com/errata/RHSA-2007-0488.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:171
http://www.novell.com/linux/security/advisories/2007_53_kernel.html
http://www.novell.com/linux/security/advisories/2007_51_kernel.html
http://secunia.com/advisories/27227
http://www.ubuntu.com/usn/usn-510-1
http://www.securityfocus.com/bid/23870
http://secunia.com/advisories/26664
http://www.mandriva.com/security/advisories?name=MDKSA-2007:216
http://kernel.org/pub/linux/kernel/v2.6/snapshots/patch-2.6.21-git8.log
http://www.vupen.com/english/advisories/2007/1703
http://www.debian.org/security/2008/dsa-1504
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10594

Linux Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com
IBM X-Force Exchange XF exchange.xf
USN-486-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu
Avaya Products Linux Kernel Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.con
ASA-2007-287 (RHSA-2007-0488) CONFIRM  support.ava’
Support / Security / Advisories / / MDKSA-2007:196 | Mandriva MANDRIVA  www.mandr
USN-489-1: Linux kernel vulnerabilities | Ubuntu UBUNTU www.ubuntu
Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.con
Debian -- Security Information -- DSA-1356-1 linux-2.6 DEBIAN www.debian
Ubuntu update for kernel and redhat-cluster-suite - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA secunia.con
Debian update for kernel - Advisories - Secunia SECUNIA secunia.corn
Debian -- Security Information -- DSA-15083-1 kernel-source-2.4.27 DEBIAN www.debian
Red Hat update for kernel - Advisories - Secunia SECUNIA secunia.corn
rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.c
Ubuntu update for kernel - Advisories - Secunia SECUNIA secunia.corn
Mandriva update for kernel - Advisories - Secunia SECUNIA secunia.com
Debian update for kernel - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.corn
CVE Program record CVE.ORG  www.cve.or(
NVD vulnerability detail NVD nvd.nist.gov
(| | 1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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