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Summary

CVE CVE-2007-2586

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-10 00:19:00 UTC

Updated 2023-05-09 13:53:00 UTC

Description The FTP Server in Cisco IOS 11.3 through 12.4 does not properly check user authorization, which allows remote attackers to execute arbitrary code, and have other impact including reading startup-config, as demonstrated by a crafted MKD command that involves access to a VTY device and overflows a buffer, aka bug ID CSCek55259.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios 12.0\(10\)s All All All

Operating System Cisco Ios 12.0\(10\)s1 All All All

Operating System Cisco Ios 12.0\(10\)s2 All All All

Operating System Cisco Ios 12.0\(10\)s3 All All All

Operating System Cisco Ios 12.0\(10\)s3b All All All

Operating System Cisco Ios 12.0\(10\)s4 All All All

Operating System Cisco Ios 12.0\(10\)s5 All All All

Operating System Cisco Ios 12.0\(10\)s6 All All All

Operating System Cisco Ios 12.0\(10\)s7 All All All

Operating System Cisco Ios 12.0\(10\)s8 All All All

Operating System Cisco Ios 12.0\(10\)st All All All

Operating System Cisco Ios 12.0\(10\)st1 All All All

Operating System Cisco Ios 12.0\(10\)st2 All All All

Operating System Cisco Ios 12.0\(11\)s All All All

Operating System Cisco Ios 12.0\(11\)s1 All All All

Operating System Cisco Ios 12.0\(11\)s2 All All All

Operating System Cisco Ios 12.0\(11\)s3 All All All
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Operating System Cisco Ios 12.0\(11\)s3 All All All

Operating System Cisco Ios 12.0\(11\)s4 All All All

Operating System Cisco Ios 12.0\(11\)s5 All All All

Operating System Cisco Ios 12.0\(11\)s6 All All All

Operating System Cisco Ios 12.0\(11\)st All All All

Operating System Cisco Ios 12.0\(11\)st1 All All All

Operating System Cisco Ios 12.0\(11\)st2 All All All

Operating System Cisco Ios 12.0\(11\)st3 All All All

Operating System Cisco Ios 12.0\(11\)st4 All All All

Operating System Cisco Ios 12.0\(1\)t All All All

Operating System Cisco Ios 12.0\(1\)t1 All All All

Operating System Cisco Ios 12.0\(1\)xe All All All

Operating System Cisco Ios 12.0\(28\)s4a All All All

Operating System Cisco Ios 12.0\(2a\)t1 All All All

Operating System Cisco Ios 12.0\(2\)s All All All

Operating System Cisco Ios 12.0\(2\)t All All All

Operating System Cisco Ios 12.0\(2\)t1 All All All

Operating System Cisco Ios 12.0\(2\)xe All All All

Operating System Cisco Ios 12.0\(2\)xe1 All All All

Operating System Cisco Ios 12.0\(2\)xe3 All All All

Operating System Cisco Ios 12.0\(2\)xe4 All All All

Operating System Cisco Ios 12.0\(31\)sz2 All All All

Operating System Cisco Ios 12.0\(3\)s All All All

Operating System Cisco Ios 12.0\(3\)t All All All

Operating System Cisco Ios 12.0\(3\)t2 All All All

Operating System Cisco Ios 12.0\(3\)t3 All All All

Operating System Cisco Ios 12.0\(4\)s All All All

Operating System Cisco Ios 12.0\(4\)t All All All

Operating System Cisco Ios 12.0\(4\)xe All All All

Operating System Cisco Ios 12.0\(4\)xe2 All All All

Operating System Cisco Ios 12.0\(5\)s All All All

Operating System Cisco Ios 12.0\(5\)t All All All

Operating System Cisco Ios 12.0\(5\)t1 All All All

Operating System Cisco Ios 12.0\(5\)xe All All All

Operating System Cisco Ios 12.0\(5\)xe1 All All All

Operating System Cisco Ios 12.0\(5\)xe2 All All All
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Operating System Cisco Ios 12.0\(5\)xe3 All All All

Operating System Cisco Ios 12.0\(5\)xe4 All All All

Operating System Cisco Ios 12.0\(5\)xe5 All All All

Operating System Cisco Ios 12.0\(5\)xe8 All All All

Operating System Cisco Ios 12.0\(5\)xk All All All

Operating System Cisco Ios 12.0\(5\)xk1 All All All

Operating System Cisco Ios 12.0\(5\)xk2 All All All

Operating System Cisco Ios 12.0\(5\)xt1 All All All

Operating System Cisco Ios 12.0\(6\)s All All All

Operating System Cisco Ios 12.0\(6\)s1 All All All

Operating System Cisco Ios 12.0\(6\)s2 All All All

Operating System Cisco Ios 12.0\(7\)s All All All

Operating System Cisco Ios 12.0\(7\)s1 All All All

Operating System Cisco Ios 12.0\(7\)t All All All

Operating System Cisco Ios 12.0\(7\)t1 All All All

Operating System Cisco Ios 12.0\(7\)t2 All All All

Operating System Cisco Ios 12.0\(7\)t3 All All All

Operating System Cisco Ios 12.0\(7\)xk All All All

Operating System Cisco Ios 12.0\(7\)xk1 All All All

Operating System Cisco Ios 12.0\(7\)xk2 All All All

Operating System Cisco Ios 12.0\(7\)xk3 All All All

Operating System Cisco Ios 12.0\(8\)s All All All

Operating System Cisco Ios 12.0\(8\)s1 All All All

Operating System Cisco Ios 12.0\(9\)s All All All

Operating System Cisco Ios 12.0\(9\)s8 All All All

Operating System Cisco Ios 12.0\(9\)st All All All

Operating System Cisco Ios 12.1\(3\)xi All All All

Operating System Cisco Ios 12.1\(5c\)ex All All All

Operating System Cisco Ios 12.1\(5c\)ex1 All All All

Operating System Cisco Ios 12.1\(5\)xm All All All

Operating System Cisco Ios 12.1\(5\)xm1 All All All

Operating System Cisco Ios 12.1\(5\)xm2 All All All

Operating System Cisco Ios 12.1\(5\)xm3 All All All

Operating System Cisco Ios 12.1\(5\)xm4 All All All

Operating System Cisco Ios 12.1\(5\)xm5 All All All

Operating System Cisco Ios 12.1\(5\)xm7 All All All
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Operating System Cisco Ios 12.1\(5\)xm7 All All All

Operating System Cisco Ios 12.1\(5\)xm8 All All All

Operating System Cisco Ios 12.1\(6\)ex All All All

Operating System Cisco Ios 12.1\(8b\)ex4 All All All

Operating System Cisco Ios 12.1\(9\)ex All All All

Operating System Cisco Ios 12.2\(11\)yz All All All

Operating System Cisco Ios 12.2\(11\)yz1 All All All

Operating System Cisco Ios 12.2\(11\)yz2 All All All

Operating System Cisco Ios 12.2\(11\)yz3 All All All

Operating System Cisco Ios 12.2\(12b\)m1 All All All

Operating System Cisco Ios 12.2\(12h\)m1 All All All

Operating System Cisco Ios 12.2\(13b\)m1 All All All

Operating System Cisco Ios 12.2\(13b\)m2 All All All

Operating System Cisco Ios 12.2\(13\)zf All All All

Operating System Cisco Ios 12.2\(13\)zf1 All All All

Operating System Cisco Ios 12.2\(13\)zf2 All All All

Operating System Cisco Ios 12.2\(13\)zh All All All

Operating System Cisco Ios 12.2\(13\)zh1 All All All

Operating System Cisco Ios 12.2\(13\)zh2 All All All

Operating System Cisco Ios 12.2\(13\)zh3 All All All

Operating System Cisco Ios 12.2\(13\)zh4 All All All

Operating System Cisco Ios 12.2\(13\)zh5 All All All

Operating System Cisco Ios 12.2\(14\)sz All All All

Operating System Cisco Ios 12.2\(14\)sz1 All All All

Operating System Cisco Ios 12.2\(14\)sz2 All All All

Operating System Cisco Ios 12.2\(14\)sz3 All All All

Operating System Cisco Ios 12.2\(14\)sz4 All All All

Operating System Cisco Ios 12.2\(14\)sz5 All All All

Operating System Cisco Ios 12.2\(14\)sz6 All All All

Operating System Cisco Ios 12.2\(15\)zj All All All

Operating System Cisco Ios 12.2\(15\)zj1 All All All

Operating System Cisco Ios 12.2\(15\)zj2 All All All

Operating System Cisco Ios 12.2\(15\)zj3 All All All

Operating System Cisco Ios 12.2\(15\)zj4 All All All

Operating System Cisco Ios 12.2\(15\)zj5 All All All

Operating System Cisco Ios 12.2\(15\)zl All All All
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Operating System Cisco Ios 12.2\(15\)zl1 All All All

Operating System Cisco Ios 12.2\(15\)zn All All All

Operating System Cisco Ios 12.2\(18\)s All All All

Operating System Cisco Ios 12.2\(18\)s1 All All All

Operating System Cisco Ios 12.2\(18\)s2 All All All

Operating System Cisco Ios 12.2\(18\)s3 All All All

Operating System Cisco Ios 12.2\(18\)s4 All All All

Operating System Cisco Ios 12.2\(20\)s All All All

Operating System Cisco Ios 12.2\(20\)s1 All All All

Operating System Cisco Ios 12.2\(20\)s2 All All All

Operating System Cisco Ios 12.2\(20\)s2a All All All

Operating System Cisco Ios 12.2\(20\)s3 All All All

Operating System Cisco Ios 12.2\(20\)s4 All All All

Operating System Cisco Ios 12.2\(20\)s4a All All All

Operating System Cisco Ios 12.2\(20\)s5 All All All

Operating System Cisco Ios 12.2\(20\)s6 All All All

Operating System Cisco Ios 12.2\(22\)s All All All

Operating System Cisco Ios 12.2\(25\)s All All All

Operating System Cisco Ios 12.2\(25\)s1 All All All

Operating System Cisco Ios 12.2\(25\)s2 All All All

Operating System Cisco Ios 12.2\(25\)se All All All

Operating System Cisco Ios 12.2\(8\)zb All All All

Operating System Cisco Ios 12.2\(9\)yo All All All

Operating System Cisco Ios 12.2\(9\)yo1 All All All

Operating System Cisco Ios 12.2\(9\)yo2 All All All

Operating System Cisco Ios 12.2\(9\)yo3 All All All

Operating System Cisco Ios 12.2\(9\)yo4 All All All

Operating System Cisco Ios 12.3\(10a\)m0 All All All

Operating System Cisco Ios 12.3\(11\)ja2 All All All

Operating System Cisco Ios 12.3\(11\)jx All All All

Operating System Cisco Ios 12.3\(11\)jx1 All All All

Operating System Cisco Ios 12.3\(11\)t All All All

Operating System Cisco Ios 12.3\(11\)t1 All All All

Operating System Cisco Ios 12.3\(11\)t10 All All All

Operating System Cisco Ios 12.3\(11\)t11 All All All
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Operating System Cisco Ios 12.3\(11\)t2 All All All

Operating System Cisco Ios 12.3\(11\)t3 All All All

Operating System Cisco Ios 12.3\(11\)t4 All All All

Operating System Cisco Ios 12.3\(11\)t5 All All All

Operating System Cisco Ios 12.3\(11\)t6 All All All

Operating System Cisco Ios 12.3\(11\)t7 All All All

Operating System Cisco Ios 12.3\(11\)t8 All All All

Operating System Cisco Ios 12.3\(11\)t9 All All All

Operating System Cisco Ios 12.3\(11\)to3 All All All

Operating System Cisco Ios 12.3\(11\)xl All All All

Operating System Cisco Ios 12.3\(11\)xl1 All All All

Operating System Cisco Ios 12.3\(11\)xl2 All All All

Operating System Cisco Ios 12.3\(11\)xl3 All All All

Operating System Cisco Ios 12.3\(11\)yf2 All All All

Operating System Cisco Ios 12.3\(11\)yk All All All

Operating System Cisco Ios 12.3\(11\)yk1 All All All

Operating System Cisco Ios 12.3\(11\)yk2 All All All

Operating System Cisco Ios 12.3\(11\)yl All All All

Operating System Cisco Ios 12.3\(11\)yl1 All All All

Operating System Cisco Ios 12.3\(11\)yl2 All All All

Operating System Cisco Ios 12.3\(11\)ys All All All

Operating System Cisco Ios 12.3\(11\)ys1 All All All

Operating System Cisco Ios 12.3\(11\)yz All All All

Operating System Cisco Ios 12.3\(11\)yz1 All All All

Operating System Cisco Ios 12.3\(11\)zb All All All

Operating System Cisco Ios 12.3\(11\)zb1 All All All

Operating System Cisco Ios 12.3\(14\)t All All All

Operating System Cisco Ios 12.3\(14\)t1 All All All

Operating System Cisco Ios 12.3\(14\)t2 All All All

Operating System Cisco Ios 12.3\(14\)t3 All All All

Operating System Cisco Ios 12.3\(14\)t4 All All All
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Operating System Cisco Ios 12.4\(4\)xd All All All

Operating System Cisco Ios 12.4\(4\)xd1 All All All

Operating System Cisco Ios 12.4\(4\)xd2 All All All

Operating System Cisco Ios 12.4\(4\)xd3 All All All

Operating System Cisco Ios 12.4\(5a\)m0 All All All

Operating System Cisco Ios 12.4\(6\)t All All All

Operating System Cisco Ios 12.4\(6\)t1 All All All
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Operating System Cisco Ios 12.4\(6\)t2 All All All

Operating System Cisco Ios 12.4\(6\)t3 All All All

Operating System Cisco Ios 12.4\(6\)t4 All All All

Operating System Cisco Ios 12.4\(6\)t5 All All All

Operating System Cisco Ios 12.4\(6\)xe All All All

Operating System Cisco Ios 12.4\(6\)xe1 All All All

Operating System Cisco Ios 12.4\(6\)xe2 All All All

Operating System Cisco Ios 12.4\(9\)t All All All

Operating System Cisco Ios 12.4\(9\)t0a All All All

Operating System Cisco Ios 12.4\(9\)t1 All All All

Operating System Cisco Ios All All All All
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Reference Source Link

Bugtraq: Re: Remote Cisco IOS FTP exploit BUGTRAQ seclists.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Cisco IOS 12.3(18) FTP Server Remote Exploit (attached to gdb) EXPLOIT-DB www.exploit-db.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

35334 OSVDB www.osvdb.org

Cisco IOS FTP Server Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Cisco IOS FTP Server Multiple Vulnerabilities BID www.securityfocus.com

SecurityTracker.com Archives - Cisco IOS FTP Server Lets Remote Users Read and Write Files and Denial of Service SECTRACK www.securitytracker.com

SecurityFocus BUGTRAQ www.securityfocus.com

Repository / Oval Repository OVAL oval.cisecurity.org

Cisco Security Advisory: Multiple Vulnerabilities in the IOS FTP Server  [Products & Services] - Cisco Systems CISCO www.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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