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Summary

CVE CVE-2007-2606

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-11 10:19:00 UTC

Updated 2018-10-16 16:44:00 UTC

Description Multiple buffer overflows in Firebird 2.1 allow attackers to trigger memory corruption and possibly have other unspecified impact via certain input processed by (1) config\ConfigFile.cpp or (2) msgs\check_msgs.epp. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Firebirdsql Firebird 2.1 All All All

Application Firebirdsql Firebird 2.1 All All All

References

Reference Source Link

Debian firebird2 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

37308 OSVDB osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityReason - Multiple vulnerabilities SREASON securityreason.com

Firebird Relational Database Multiple Buffer Overflow Vulnerabilities BID www.securityfocus.com

Debian -- Security Information -- DSA-1529-1 firebird DEBIAN www.debian.org

37309 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2007-2606/mitre
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https://cve.report/CVE-2007-2606.pdf
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http://cve.report/vendor/firebirdsql
http://cve.report/software/firebirdsql/firebird
http://secunia.com/advisories/29501
https://exchange.xforce.ibmcloud.com/vulnerabilities/34201
http://osvdb.org/37308
http://www.securityfocus.com/archive/1/468070/100/0/threaded
http://securityreason.com/securityalert/2708
http://www.securityfocus.com/bid/28478
http://www.debian.org/security/2008/dsa-1529
http://osvdb.org/37309
https://www.cve.org/CVERecord?id=CVE-2007-2606
https://nvd.nist.gov/vuln/detail/CVE-2007-2606


There are currently no legacy QID mappings associated with this CVE.
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