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Summary

CVE CVE-2007-2703

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-16 01:19:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description BEA WebLogic Portal 9.2 GA can corrupt a visitor entitlements role if an administrator provides a long role description, which might allow remote authenticated users to access privileged resources.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Weblogic Portal 9.2 ga All All

Application Oracle Weblogic Portal 9.2 ga All All

References

Reference

WebLogic Portal Input Validation Hole Permits Cross-Site Scripting Attacks and Entitlement Bug Lets Remote Users Access Resources - SecurityTracker

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Inadvertent corruption of entitlements could result in unauthorized access to protected resources

36065

IBM X-Force Exchange

BEA Products Multiple Vulnerabilities - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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