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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php All All All All
Php Php 4.01 All All All
Php Php 4.0.1 patch1 All All
Php Php 4.01 patch2 All All
Php Php 4.0.2 All All All
Php Php 4.0.3 All All All
Php Php 403 patch1 All All
Php Php 4.0.4 All All All
Php Php 405 All All Al
Php Php 4.0.6 All All All
Php Php 4.0.7 All All Al
Php Php 4.0.7 rci All All
Php Php 4.0.7 rc2 All Al
Php Php 4.0.7 rc3 All All
Php Php 4.1.0 All All All
Php Php 411 All All All

Php Php 41.2 All All All
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Application Php Php 436 Al Al Al
Application Php Php 4.3.7 All All All
Application Php Php 438 All All All
Application Php Php 4.3.9 All All All
Application Php Php 4.4.0 All All All
Application Php Php 4.41 All All All
Application Php Php 442 All All All
Application Php Php 4.4.3 All All All
Application Php Php 444 All All All
Application Php Php 4.45 All All All
Application Php Php 446 All All All
Application Php Php 5.0.0 All All All
Application Php Php 5.0.0 rci All All
Application Php Php 5.0.0 rc2 All All
Application Php Php 5.0.0 rc3 All All
Application Php Php 5.0.1 All All All
Application Php Php 5.0.2 All All All
Application Php Php 5.0.3 All All All
Application Php Php 5.04 All All All
Application Php Php 5.0.5 All All All
Application Php Php 5.1.0 All All All
Application Php Php 5.1.1 All All All
Application Php Php 51.2 All All All
Application Php Php 5.1.3 All All All
Application Php Php 51.4 All All All
Application Php Php 5.1.5 All All All
Application Php Php 5.1.6 All All All
Application Php Php 5.2.0 All All All
Application Php Php 5.2.1 All All All
Application Php Php 5.2.2 All All All
Reference Source Link Tags
Watching the PHP CVS - PHP Security Blog MISC blog.php-security.org

PHP MCrypt_Create_IV Insecure Encryption Weakness BID www.securityfocus.com

PHP Bugs: #40999: mcrypt_create_iv() not using random seed. CONFIRM bugs.php.net
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http://blog.php-security.org/archives/80-Watching-the-PHP-CVS.html
http://www.securityfocus.com/bid/23984
http://bugs.php.net/bug.php?id=40999

Security Announcement SUSE www.novell.com

36087 OSvDB osvdb.org

Mandriva update for php - Advisories - Secunia SECUNIA secunia.com

PHP: PHP 5 ChangelLog CONFIRM www.php.net
www.fortheloot.com/public/mcrypt.patch MISC www.fortheloot.com Exploit, Patch
cvs.php.net/viewvc.cgi/php-src/ext/merypt/mcrypt.c CONFIRM cvs.php.net

Advisories | Mandriva MANDRIVA www.mandriva.com

CVE Program record CVE.ORG WWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-06-26 Mark J Cox  Not vulnerable. This issue did not affect the versions of php as shipped with Red Hat Enterprise

il

4 |

There are currently no legacy QID mappings associated with this CVE.
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